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Copyright and Trademark

© 2024 Canary Systems, Inc. All rights reserved. No part of the contents of this book may be transmitted or reproduced
in any form or by any means without the written permission of Canary Systems. Canary Systems® MLWeb®,
MultiLogger®, MLRemote®, MLBase, MLSuite®, and MLField® are Registered Trademarks of Canary Systems, Inc.

Microsoft®, Microsoft Office®, Microsoft Word™, Windows®, Windows Server®, and Excel® are trademarks or registered
trademarks of the Microsoft group of companies. Google Chrome™, Google Maps™, and Google Earth™ are trademarks
of Google, Inc. Firebird® is a registered trademark of Firebird Foundation, Inc. Campbell Scientific®, PakBus® and
CRBasic™ are trademarks or registered trademarks of Campbell Scientific, Inc. All other trademarks and trade names
are property of their respective owners. All rights reserved.

End-User License Agreement

By installing the MLSuite software, you agree to the Canary Systems, Inc. End-User License Agreement. The Canary
Systems End-Users License Agreement can be found on the Canary Systems website under Software Downloads at
canarysystems.com/support/software-downloads

High Risk Activities

Products of Canary Systems are not fault-tolerant and are not designed, manufactured or intended for use as on-line
control equipment in hazardous environments requiring fail-safe performance, such as in the operation of nuclear
facilities, aircraft navigation or communication systems, air traffic control, direct life support machines, or weapons
systems, in which the failure of the products could lead directly to death, personal injury, or severe physical or
environmental damage ("High Risk Activities"). Canary Systems, Inc. and its suppliers specifically disclaim any express or
implied warranty of fitness for High Risk Activities.

Disclaimer

The following document is provided to assist users with the installation, operation and training in the use of our
products. This document and our products are intended to be used by technically qualified personnel. Contained herein
is information that is proprietary to Canary Systems® and may not be reproduced or copied in any form, nor disclosed
to outside parties by any means whether directly or indirectly, without the written consent of Canary Systems. This
document is subject to change without notice and Canary Systems assumes no responsibility for errors, omissions or
misinterpretation. Furthermore, Canary Systems makes no warranty as to the suitability of this information and/or
products for any given application or use.
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Documentation and Release Notes

To obtain the most recent version of all Canary Systems® technical documentation, visit the User's Guides section of our
website at canarysystems.com/support/users-guides.

Additionally, Canary Systems provides additional information beyond the scope of the technical documentation in the
form of application notes, training videos and white papers. Visit the Support section of our website at
canarysystems.com/support to view application notes, FAQ's and videos, and the Papers section of our website at
canarysystems.com/projects/papers to view a collection of white papers.

Revison History

Date Comments

10/12/2023 A Initial Release

Firewall Configuration section amended for

12/21/2023 B . . .
accuracy/clarity, Azure Active Directory section added

1/31/2024 C Advanced MLServer .ini Settings appendix added

How To Use This Guide

When you see a keyboard key's name in bold angle brackets (< >), this indicates a particular keystroke you must make
in order to perform certain functions.

When you see two bolded locations separated by a vertical bar character (Location 1 | Location 2), this indicates that
the second location can be accessed only after the first. For example, an Import option that is available in a File drop-
down menu in a toolbar would be denoted with File | Import.

References to other Canary Systems user's guides, third-party documentation or other external sources will appear
bolder and italicized. For example: For more information, see the MultiLogger User's Guide.

Notes & Hints

Notes and Hints appear in boxes like this. Notes contain information you
need to know to ensure that you use certain features correctly, minimizing any
errors. Hints indicate tips on how to use certain features more effectively,
such as any shortcuts to certain functions.
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Related Documentation

Visit the User's Guide page on the Canary Systems website to view and download the most current versions of our
technical documentation and user's guides at canarysystems.com/support/users-guides.

The following documents contain information that may be useful throughout the course of this manual:

o MLWebHardware User's Guide for additional information on data collection and import.
e MLWeb User's Guide for additional information on data visualization and presentation.
e MLReport User's Guide for additional information on using MLReport.

e The Canary Systems End-Users License Agreement can be found on the Canary Systems website under
Software Downloads at canarysystems.com/support/software-downloads.

Technical Support

Canary Systems may be contacted directly via phone or email. Ongoing support via phone, email, and Microsoft Teams,®
as well as in-person and field support, is available through the purchase of a support contract. Please contact Canary
Systems® directly for more information.

Note

To contact Canary Systems for assistance or regarding the purchase of a
support contract, you can reach the Support Team at:

+1.603.525.9800 Ext. 2
support@canarysystems.com

Our website also provides numerous Application Notes, the latest versions of our software components, and all the
latest User's Guides. Click the Support menu at canarysystems.com to access these resources.
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1. Getting Started

Note

As the 3 generation of the platform, the introduction of MLWeb 2023 to
Canary Systems MLSuite has necessitated significant upgrades and changes to
the installation processes and functionality of several applications. Legacy
MLWeb users (2021 and previous) should take special care to review
section 1.2 Considerations for Legacy MLWeb Users before moving forward
with installation.

Canary Systems® MLSuite is a collection of powerful desktop, server, web, and mobile applications for Data Acquisition.
MLSuite, also referred to MLSuite in this guide, consists of a group of applications, two database servers (Firebird SQL
and PostgreSQL), and a web client that operates under the Microsoft .NET Core framework. These various software
components may be installed and run on a single server or distributed throughout a LAN/WAN connected group of
servers, depending on deployment size (see section 1.7 System Requirements).

MLSuite is made up of the following applications:

MLServer — The main Windows Service that provides all business logic methods to MLWeb and
MLField.

MLGateway - Windows Service that manages connected dataloggers, including automating
programming and data collection.

MultiLogger — Windows client application for MLGateway. It provides for configuring the
programming and data collection automation of MLGateway.

MLWebHardware - Web based application, used for the configuration and programming of data
collection automation of MLGateway. This will eventually replace MultiLogger.

MLWeb - Data management application that provides a browser-based interface to the system. With
introduction of this version, data imports are now initiated through this interface.

MLField — Mobile application that bridges the gap between data collection in the field and the project
database.

MLReport — A robust report creation tool that can embed data and charts.

In addition, MLSuite includes several support applications and files:

MLAdmin - The MLWeb administration page.

MLEditor - A specialized editor for MultiLogger programming files.
Firebird - The Firebird SQL database.

PostgreSQL - The PostgreSQL database with PostGIS extension.
MLPerflndex - A tool for optimizing server performance (optional).
IBOConsole — A Firebird database management console (optional).
Icons - Installs a library of icons for data visualization (optional).

PGAdmin - A PostgreSQL database management console (optional).

8 MLSuite 2023 Installation Guide


https://canarysystems.com/?utm_medium=userguide&utm_source=mlweb3_guide&utm_campaign=webtraffic

SYSTEMS

((c ANARY canarysystems.com

This Installation Guide provides information on running the MLSuite installer, PostgreSQL and Add-ons, .Net Core,
configuring MLAdmin, and uninstalling MLSuite.

1.1 System Requirements

MLSuite is a scalable suite of applications that can be used for one-user one-datalogger deployments all the way to
enterprise-wide projects managing tens of thousands of sensors and many users. System Requirements scale along
with the project size and scope, with the number of users, frequency and volume of data imports and reports,
deployment of 3D and GIS components, and other factors.

The basic system requirements to run the software are listed below. From there, server specifications can vary widely.
This section outlines four recommended deployments of increasing scale to be used as guidelines for optimal expected
performance of the system.

Note

Due to the high input and output (I/0) requirements of the Firebird and Postgres
databases, the use of virtual machines or NAS storage is not recommended
as virtual servers may lose between 20% and 80% of their speed under a
high load.

It is also strongly recommended that solid-state drives (SSD) are used as these allow for significantly more IOPS (up to
500,000 on PCle-based hardware).

An SSD built on a dedicated database server, which is not virtualized, is the optimal solution for maximum performance
for anything more than the most basic deployments.

1.1.1 Basic Requirements

Supported Operating Systems

e MLSuite is designed to run on Windows Server 2016, Windows Server 2019, Windows Server 2022,
Windows 10, and Windows 11 operating systems.

Other Minimum Requirements - Server
e MLWeb is designed to run on the ASP .NET Core 7.0 Windows Hosting Bundle.

e 1 GBLAN required
e NAS/CIFS storage is not supported due to high latency of I/0 operations
e 3.5 GHz CPUs minimum

Other Minimum Requirements - Clients
e Chromium based browser, such as Chrome or Edge

e Graphics Processor: GPU 1+ GB

MLSuite 2023 Installation Guide 9
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1.1.2 Recommended Server Specifications

Minimal Environment

Intended primarily for testing, trial, or backup purposes, or for very small environments with only 1-2 users, limited data
imports, and limited 3D data processing.

e Operating System: Windows 10 or Windows 11
e Processor: 3.5 GHz per core, 4 physical cores

e Memory: 32 GB

e Hard Drive: 1 TB SSD

Small Environment

Single server deployment running all MLSuite components for small projects with 1-4 concurrent users and limited 3D
data processing requirements.

e Operating System: Windows Server 2016, Windows Server 2019, or Windows Server 2022
e Processor: 3.5 GHz per core, 8 physical cores

e Memory: 32 GB

e Hard Drive 1: 500 GB SSD for Operating System, Program Files, backups, and archives

o Hard Drive 2: 250 GB SSD dedicated to Firebird and PostgreSQL databases

e Hard Drive 3: 250 GB SSD for Page file and Temp folder

10 MLSuite 2023 Installation Guide
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Medium Environment

Note

Contact Canary Systems Support for assistance with tiered server setups.

Two server deployment, one dedicated to MLWeb, the second for remaining components. This setup will satisfy the
most common project requirements for average size projects including medium sized, multi-user environments, and
use of 3D data with infrequent processing.

o Operating Systems (each server): Windows Server 2016, Windows Server 2019, or Windows Server 2022
e Server 1 (running MLGateway, MLWeb, and MultiLogger)
o Processors : 3 GHz per core, 4 physical cores
o Memory: 32GB
o Hard Drive 1: 250 GB SSD with 2 partitions
o Partition 1 - 100 GB: Operating System
e Partition 2 - 150 GB: Program Files
o Hard Drive 2: 250 GB SSD for Page file and Temp folder
e Server 2 (running Firebird, Postgres, MLServer, and MLReport)
o Processors: 3.5 GHz per core, 8 physical cores
o Memory: 32GB
o Hard Drive 1: 500 GB SSD with 2 partitions
e Partition 1 - 100 GB: Operating System
o Partition 2 - 400 GB: Program Files, backups, archives
o Hard Drive 2: 250 GB SSD dedicated to Firebird and PostgreSQL databases
o Hard Drive 3: 250 GB SSD for Page file and Temp folder

e =

.
- .,
z
W
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Large Environment
Three server deployment for enterprise sized projects including multi-user access and frequent 3D data processing (such
as regular radar data imports).
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canarysystems.com

Operating Systems (each server): Windows Server 2016, Windows Server 2019, or Windows Server 2022

Processors (each server): 3.5 GHz per core, 8 physical cores
Memory (each server): 32 GB
Server 1 (running MLGateway, MLWeb, and MultiLogger)
o Hard Drive 1: 250 GB SSD with 2 partitions

e Partition 1 - 100 GB: Operating System

e Partition 2 - 150 GB: Program Files
o Hard Drive 2: 250 GB SSD for Page file and Temp folder
Server 2 (running PostgreSQL)
o Hard Drive 1: 500 GB SSD with 2 partitions

e Partition 1 - 100 GB: Operating System

e Partition 2 - 400 GB: Program Files, backups, archives
o Hard Drive 2: 250 GB SSD dedicated to PostgreSQL databases
o Hard Drive 3: 250 GB SSD for Page file and Temp folder
Server 3 (running Firebird, Postgres, MLServer, and MLReport)
o Hard Drive 1: 500 GB SSD with 2 partitions

e Partition 1 - 100 GB: Operating System

e Partition 2 - 400 GB: Program Files, backups, archives
o Hard Drive 2: 250 GB SSD dedicated to Firebird databases
o Hard Drive 3: 250 GB SSD for Page file and Temp folder

Note

1.3 Pre-Installation Requirements.

Those installing MLSuite on a system for the first time may skip ahead to section

MLSuite 2023 Installation Guide
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1.2 Considerations for Legacy MLWeb Users

MLWeb 2023 has been enhanced in numerous critical ways which make it incompatible with previous Canary Systems
browser-based applications and associated components. Users maintaining databases in legacy MLWeb should
carefully review the below considerations and/or Appendix C — Example Migration from MLWeb 2021 to MLWeb
2023 of this guide to ensure the most efficient installation of MLSuite with MLWeb 2023.

1. Itis recommended users backup existing database files. See Appendix C, section C.7 Backing Up Existing
Database Files.

2. Previous versions of MLSuite and all associated components must be uninstalled. See Appendix C,
section C.2 Uninstall MLSuite and Components.

3. As MLWeb 2023 is no longer configured for 2D scenes, users must adjust system settings for the viewing
of 3D scenes. See Appendix C, section C.3 Settings for 3D Scenes.

4. Certain database items from legacy databases must be adjusted or rebuilt when coming into MLWeb
2023. See Appendix C, section C.4 Migrating Reports, Charts, and Scenes.

For users with a legacy version of MLSuite on their systems, it is important to complete all of these steps before moving
onto the next section of this guide.

Note

Previous generations of MLSuite have required the installation and
maintenance of IIS to enable the MLWeb web server. IS is no longer required as
MLWeb 2023 is powered and managed by Microsoft ASP .NET Core Runtime via
the .NET framework.

1.3 Pre-Installation Requirements

Several steps must be completed before the installation of MLSuite can begin. Note that these steps apply to full version
installations and upgrades, not service pack upgrades.

Required Conditions

e The Windows platform must be fully patched and updated with Microsoft Windows updates. Not having
the proper updates will prevent installation of components crucial to the operation of MLSuite.

o Thisincludes the .NET framework: Version 4.8 must be installed on the computer or server.
o Windows Firewall must also be enabled. If Windows Firewall is disabled, the installation will fail.
o PostgreSQL must be installed. See section 2.2 Installing PostgreSQL Installer.

e .NET Core 7.0 Web Service Hosting must be installed. See section 2.3 Installing .NET Core Web Server
Hosting.

o NodeJS must be installed. See section 2.4 Installing Node/S.

Additional Pre-Installation Considerations

o Ifthe firebird.conf file (C:\Program Files\MultiLogger\Firebird) has been edited, the installer will not
overwrite the .conf file during installation. To revert an edited file to the default configuration, it is
recommended that the firebird.conf file be backed up and deleted before installation of the latest
version.

MLSuite 2023 Installation Guide 13
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e It is recommended to stop the MLGateway, MLServer, and Firebird services before uninstalling,
especially if uninstalling versions of MLSuite older than 2016. Stop MLServer before Firebird.

o Folders designated for Firebird and Postgre database files should be created before beginning the
installation.

o Example: C:\Databases\Firebird and C:\Databases\PostgreSQL

e The installer should restart the services automatically, but it is recommended to check that they are
running after the installation is complete and the machine has been rebooted. If not, cycle them to
ensure that they are running. Start Firebird before MLServer.

e Anaccount used by the software to run backend processes should be created. See Appendix D - Creating
Canary Process Account for instructions on creating a Canary Process Account.

14 MLSuite 2023 Installation Guide
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2. Installation

Note

The following example installation shows a new installation of MLSuite 2023 on
a 64-bit Windows environment with Admin user rights, unless otherwise
specified. The installation process on the operating system may vary
(particularly for file locations), especially with desktop operating systems such
as Windows 11.

MLSuite with MLWeb 2023 software is available in two formats: a USB flash drive or from a downloaded installer (.msi).
The current MLSuite installer is available from the support area of the Canary Systems® website at
canarysystems.com/support/software-downloads.

The basics steps for the installation process are as follows:

¢ Install and configure PostgreSQL and add-ons — See 2.2 Installing PostgreSQL Installer
o Install .NET Core Web Server Hosting — See 2.3 Installing .NET Core Web Server Hosting
o Install NodeJS - See 2.4 Installing Node/s.

o Install MLSuite — See 2.5 Installing MLSuite

Note

Previous editions of the MLSuite installer have required the manual installation
of Microsoft Visual C++ components as a preliminary step. These components
are now included with the installation of PostgreSQL and add-ons.

2.1 Installing PostgreSQL Installer

PostgreSQL is a cross-platform database management tool used by MLSuite for storing and processing 3D data. It is
recommended that PostgreSQL, along with the Firebird SQL server, be kept on a separate, dedicated database SSD, or
even a separate machine from that which MLSuite is installed on. Contact Canary Systems for help determining the
optimal setup for your project.

Note

In order to install PostgreSQL, the user must have Admin user rights on
Windows.

2.1.1 Downloading the PostgreSQL Installer

The PostgreSQL installer for Windows is available online and can be found on the Canary Systems website under Third
Party Downloads & Utilities (canarysystems.com/support/software-downloads).

MLSuite 2023 Installation Guide 15
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Click Download the installer for a list of available PostgreSQL Versions.

@ Home ‘Abiout. :Dowolost

Quick Links

documentation Community Developers Support Donate Your account fi Q ¢

25th May 2023: PostgreSQL 16 Beta 1 Released!

Windows installers 5@

Interactive installer by EDB

Download the installerfertified by EDB for all supported PostgreSQL versions.
Note! This installer is hosted by EDB and not on the PostgreSQL community servers. If you have issues with the website it's hosted on, please contact webmaster@enterprisedb.com

This installer includes the PostgreSQL server, pgAdmin; a graphical tool for managing and developing your databases, and StackBuilder; a package manager that can be used to
download and install additional PostgreSQL tools and drivers. Stackbuilder includes management, integration, migration, replication, geospatial, connectors and other tools.

This installer can run in graphical or silent install modes.

The installer is designed to be a straightforward, fast way to get up and running with PostgreSQL on Windows.

Advanced users can also download a zip archive of the binaries, without the installer. This download is intended for users who wish to include PostgreSQL as part of another application
installer,

Platform support

The installers are tested by EDB on the following platforms. They can generally be expected to run on other comparable versions, for example, desktop releases of Windows:

PostgreSQL Version 64 Bit Windows Platforms 32 Bit Windows Platforms
15 2019, 2016

14 2019, 2016

13 2019, 2016

12 2019, 2016, 2012 R2

1" 2019, 2016, 2012 R2

10 2016, 2012 R2 &R1,7, 8,10 2008R1,7,8,10

Select the latest version 13 of PostgreSQL and download the installer for the correct operating system.

Note

Make sure to install the latest version of 13 as newer versions of the PostgreSQL
may not yet be compatible with the MLSuite software.

PostgreSQL Version Linux x86-64 Linux x86-32 Mac 0S X Windows x86-64 Windows x86-32
15.3 posigresgl.org & postgresgl.org & 1] [1] Not supported
14.8 postgresql.org & postgresql.org & 1] (1] Not supported
13.11 postgresgl.org &f postgresgl.org & 1] (1] Not supported
12.15 postgresgl.org Of postgresgl.org & 1] 1] Not supported
11.20 posigresgl.org & posigresgl.org & ] 1] Not supported
10.23*

2.1.2 PostgreSQL and Add-on Installation

There are several steps required during the installation of PostgreSQL, including customizing settings and enabling add-

ons.
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PostgreSQL Installation Steps
1. Run the PostgreSQL installer.

2. On the initial page, click Next.

Setup - PostgreSQL

Welcome to the PostgreSQL Setup Wizard,

PostgreSQL

— Cancel

3. The Setup wizard displays the default Installation Directory path. The default location can be left, or an
alternative drive can be selected. Click Next.

W Setup - X

Installation Directory »

Please specify the directory where PostgreSQL wil be installed,

Installation Directory |C:\Program Files\PostareSQLY13) e

VMware InstallBuilder
<pack Coneel
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4. Ensure that all components are checked on the Select Components page. Click Next.

¥ Setup

- ] *

»

Select the components you want to install; dear the companents you do not want to install. Click Next when
you are ready to continue.
PostgreSQL Server

Select Components

Click on a companent to get a detailed description
paAdmin 4
Stack Builder

Command Line Tools

InstallBuilder

= Bad‘ Cance'

Hint

The Stack Builder option requires internet access. If the server the installer is
being run on does not have internet access, contact Canary Systems.

5. Update the Data Directory location. The Data Directory specifies the path where all PostgreSQL data is stored.
If a PostgreSQL database folder does not already exist, one should be created: Create a new "Databases" folder with
a "PostgreSQL" subfolder.

Note

It is highly recommended that PostgreSQL data is stored on a separate,
dedicated database SSD.

a) Click the Browse icon ™ to select the directory for PostgreSQL data
b) Select the PostgreSQL folder

c) Click Select Folder
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oata Directory »

Plaass select 3 directory under which to store your data.

Cata Direciory = \Program Fles FostoreS0L | 13dat
& Select Folder *
L o * A « 05 » Databases w V] Search Databases ¥
Organize = MNew folder -
Marne Date rmodified Type
o Quick access
B Desktop PostgreSQL 1/4/2022 3:02 PM File folder
‘ Downloads +
4] Documents +
el = Pictures +
B3 This PC
o Metwork
< >
Folder: | PostgreSCL
Select Folder Cancel

6. After the new directory has been selected, click Next.

& Setup - X

Data Directory »
Pleage select a directory under which to store your data.
Data Direc’mryl C:\Databases\PostgresQL | e

VMware InstallBuilder

< Back | Next > | Cancel

7. On the Password page of the Setup wizard, the postgres superuser password must be set. Enter a
password and click Next.

Note

Take note of this password, as it is needed later in the installation process.

MLSuite 2023 Installation Guide 19



SYSTEMS®

(eANARY canarysystems.com

& Setup - o x

Password »

Please provide a password for the database superuser {postgres).

Pasgword || Feessss

Retype password)| === i

InstallBuilder

= Back Cancel

8. Keep the default Port setting and click Next.
9. Keep the default Locale setting and click Next.

10. Click Next on the Pre-Installation Summary page.

11. Click Next on the Ready to Install page to begin the PostgreSQL installation. This may take a few minutes to
complete the installation.

Stack Builder Component Selection and Setup
1. When the installation is complete, the Setup wizard opens a dialog box where Stack Builder, which allows for
additional third-party PostgreSQL plugins such as PostGIS, can be enabled or disabled. Ensure that it is enabled
(checkbox is checked), then click Finish to open the Stack Builder wizard.

Completing the PostgreSQL Setup Wizard

Setup has finished installing PostgreSQL on your computer,
Launch Stack Builder at exit?

Stack Builder may be used to download and install
additional tools, drivers and applications to
complement your PostgreSQL installation.

PostgreSQL

< Back Cancel
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2. Select the PostgreSQL database and port from the Stack Builder drop-down and click Next.

& Stack Builder 4.2.1 X

=

3. From the list of available applications:

Welcome to Stack Builder!

This wizard will help you install additional software to complement your
PostgreSQL or EnterpriseDB Postgres Plus installation,

To begin, please select the installation you are installing software for from
the list below. Your computer must be connected to the Internet before
proceeding.

remote server>

PostareSOL 13 (x64) on port 5432

Proxy servers

T ey

a) Expand the Database Drivers group and select Npgsq]l, this allows MLWeb and .NET services to connect to
the PostgreSQL databases.

b) Then expand the Spatial Extensions group and select the PostGIS 3.3 Bundle option.

c) Click Next.

& Stack Builder4.2.1 X

Please select the applications you would like to install,

@ B.'- Eatabase Drivers -
| ¥ Npgsql v3.2.6-3 |

..... [T pg/DBC v42.5.1-1

----- [T psqlODBC (32 bit) w13.02,0000-1

..... [T psqlODBC (64 bit) +13.02.0000-1
[+--Me= Database Server

[ Registration-required and trial products
[+ Replication Solutions

[=-Mm Spatial Extensions

r

PostGlS 3.3.3 bundle includes PostGIS 3.3.3 w GDAL 3.6.4 (SOLite 3.30.1,  »~
OpenlPEG 2.4.0, Expat 2.4.8, FreeXL 1.0.6) , GEOS 2.11.2, Proj 8.2.1,

anRmtinn 250 nemPrarnotinn 2 28 nar fdwe 11 2 enatial foreinn data

[ ™8 PostGlS 3.3 Bundle for PostgreSOL 13 (64 bit) v3.3.3

< Back Cancel

4. On the next page, the default path for the Download directory should not be changed. Click Next.
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Note

If at this stage you get a Checksum verification failed error, complete the
following remedial steps:

1. Click OK to close the Stack Builder Error window.

2. From the Stack Builder wizard, click < Back to return to the previous
window.

3. Deselect the option for the PostGIS 3.3 Bundle, leaving only Npgsql
v3.2.6-3 selected. Click Next >.

4. Click Next > again. This brings you to step 5 of the main list. Complete
steps 5-7 to finish setup of the Npgsql component.

5. Once complete, go to
https://ftp.postgresql.org/pub/postgis/pg13/v3.3.3/win64/postgis-
bundle-pg13x64-setup-3.3.3-1.exe to download the Postgis bundle
directly. Open and then start from PostGIS Installation Step 1 of this
guide.

5. Once the applications download, click Next on this page and the following page to continue setup of the
applications. Do not check Skip Installation.

6. The first component to be configured is Npgsql. The default Installation Directory should be used, click through
and finish setup of Npgsql.

7. Click Finish to close the setup dialog and open the PostGlIS installer.

PostGlIS Installation
PostGlIS is a program that adds enhanced support for spatial queries to the PostgreSQL object-relational database.

1. Read through the License Agreement and click | Agree to continue with the installation.

@ PostGl5 Bundle 3.3.3 for PostgreSCL x64 13 Setup - X

Please review ﬁ1& license terms before installing PostGIS Bundle
3.3.3 for PostgreSQL x64 13,

Press Page Down to see the rest of the agreement.

| GMU GEMERAL PUBLIC LICENSE ~
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your Y]

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install PostGIS Bundle 3.3.3 for PostgreSQL x64 13,

Cancel
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2. On the Choose Components page, use the default settings (only PostGIS is checked) and click Next.
3. Leave the default Destination Folder path as the Choose Install Location and click Next to install PostGlS.

4. After installation, multiple dialog boxes display asking to register the environment variables, set PostGlIS enabled
drivers to common drivers, and enable out of db rasters. Click Yes for all.

@ PostGlS Bundle 3.3.3 for PostgreSCOL x64 13 Setup

Would you like us to register the PROJ_LIB environment variable for
you, neaded for geometry and raster transformation to work properly?
This will ovenwrite existing settings if you have them,

5. After clicking Yes on the last dialog box, a message indicating the installation is complete is displayed. Click Close
and then click Finish.

PostgreSQL and add-ons have been successfully installed. PostgreSQL must now be configured. See the following
section for configuration details.

2.1.3 Configuring PostgreSQL

To optimize performance, PostgreSQL should be configured for the specific operating system and hardware it is installed
on. Tools available online can provide optimal settings for PostgreSQL for the systemitis installed on. These settings can
be updated in the postgresgl.auto.conf configuration file.

Generating Configurations
Canary Systems recommends PGTune for PostgreSQL configurations. The PGTune link is available on the Canary
Systems website under Third Party Downloads & Utilities: canarysystems.com/support/software-downloads

On the left of the PGTune website, the system parameters are entered:

e DB Version — The version of PostgreSQL installed.

e 0OS Type - The machine's operating system.

o DB Type - The application of the PostgreSQL database.

o Total Memory (RAM) - Maximum memory available for PostgreSQL. (This should not exceed 16)
e Number of CPUs - Number of cores, including virtual cores.

¢ Number of Connections - Optional, usually left blank.

e Hard drive type — Drive type.
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After entering your system parameters, press the Generate button.

Home How it works m
Parameters of your syStem You need provide basic information about your
DB version what is this? hardware configuration, where is working PostgreSQL
"] 3 ‘ database. Results will be calculated after clicking
"Generate" button
hat is this? . . .
OS‘Type S More information about "DB Type" setting:
‘WIndOWS ‘ « Web Application (web)
. o Typically CPU-bound
DB Type what is this? o DB much smaller than RAM
‘Web application ‘ © 90% or more simple queries
« Online Transaction Processing (oltp)

Total Memory (RAM) what is this? o Typically CPU- or I/0-bound

o DB slightly larger than RAM to 1TB
16 HG B ‘ o 20-40% small data write queries

o Some long transactions and complex read queries
Number of CPUs what s this? - Data Warehouse (dw)
‘8 ‘ o Typically I/O- or RAM-bound

o Large bulk loads of data

. L o Large complex reporting queries

Number of Connections what is this? o Also called "Decision Support" or "Business Intelligence"
\Number of Connections (optional) \ « Desktop application

© Not a dedicated database
Data Storage what is this? o A general workstation, perhaps for a developer
ISSD storage l - Mixed type of application

© Mixed DW and OLTP characteristics

o A wide mixture of queries
‘ Generate ‘

The configurations are then generated and displayed to the right as either postgresgql.conf configurations or ALTER
SYSTEM configurations.

Select postgresql.conf and Copy configuration.

Home How it works m

Q PGTune

Parameters of your system

DB version what is this? postgresql.conf ALTER SYSTEM
h 3 ‘ Add/modify this settings in postgresql.conf and
restart database
OS Type what is this?
‘WindOWS ‘ # DB Version: 13
# 0S Type: windows
fe thic? # DB Type: web
DB Type - - B i # Total Memory (RAM): 16 GB
‘Web application ‘ # CPUs num: 8
# Data Storage: ssd
is this?
Total Memory (RAM) uhiatili:d max_connections = 200
"]6 ||GB ‘ shared_buffers = 4GB
effective cache_size = 12GB
. maintenance_work_mem = 1GB
Number of CPUs what is this? checkpoint_completion_target = 0.9
‘8 ‘ wal_buffers = 16MB
default statistics_target = 100
R . random_page cost = 1.1
Number of Connections what is this? work_mem = 5242kB
3 2 min_wal_size = 1GB
\Number of Connections (optional) \ el o = O

max_worker_processes = 8
Data Storage what is this? max_parallel workers_per gather = 4

max_parallel_workers = 8
‘SSD stora_qe ‘ max_parallel maintenance_workers = 4

Copy configuration

‘ Generate ‘ ‘
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Updating the PostgreSQL Auto Configuration File
The PostgreSQL files are located in the Data Directory, the path specified during the PostgreSQL installation, refer to
step 5in 2.2.2 PostgreSQL and Add-On Installation.

There are two configuration files for PostgreSQL; postgresgql.auto.conf and postgresql.conf.

It is recommended that you edit the postgresql.auto.conf which is typically empty. In the case where there are
conflicting entries in both postgresql.conf and postgresql.auto.conf the value in the postgresgl.auto.conf take
precedence.

M = | PostgreSQL — [m] s
Home Share View o
<« v » ThisPC » Windows (C) » Databases > PostgreSOL » ~ 0 Search PostgreSQL 2
[0 MName - ~ Date modified Type Size ~

Py s e i e w8
pg_tblspc File folder
pg_twophase File folder
pg_wal File folder
pg_xact File folder
|j current_logfiles File 1KB
|J pg_hba.conf CONF File 5KB
[ pg_ident.conf CONF File 2KB
|1 PG VERSION File 1KB
I |J postgresql.auto.conf CONF File TKB
|| postgresql.conf CONF File 23 KB
|j postmaster.opts OPTS File 1KB
[T postmaster.pid /5/2018 1:5TPM PID File 1KB 5
26 items =]

1. Open the file using a simple text editor (Canary Systems recommends Notepad++).

Note

There is verbiage at the top of the postgresqgl.auto.conf file that reads, “Do not
edit this file manually!” It is safe to ignore this message and proceed.
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1 # Do not edit this file manually!
will be overwritten by the ALTER SYSTEM command.

[
e
[
ot

Ak
=]
&3]

Version: 13

Type: windows

Type: web

Total Memory (RAM): 16 GB
CPUs num: &

Data Storage: ssd

wWom =1 o b

= e e e e
(=)
(e )

11 max connsctions = 200
1z sharsd buffers = 4GB

effective cache size = 12GB

i maintenance work mem = 1GB

15 checkpoint completion targst = 0.9

16 wal buffers = 1eMB

17 default statisti
random pags cos

18 work msm = 5Z4ZkB

=

0 min wal s

W
3]

1 max wal size = 4GB

]

(%]
[X

max worksr procssses = 8§

(%]

3 max parallel workers per gather = 4

(%]

(%]
[

max parallel worksrs = 8§
max_parallel_maintenance_workers = 4{

3. Save and close the posgresgl.auto.conf file.

4. Open Windows Services and Restart the PostgreSQL service.

% Services - o X
File Action View Help
& ERNEY 'R
& Servicss (Locall | [T Services (Local)

postgresql-x64-13 Name h Description  Status Startup Type ~
(G NVIDIA Display Container LS Containers... Running  Automatic

%ﬁ;z::i’:f‘;ie € ffine Files The Offline Manual (Trig...

([ et the service G}, OneDrive Updater Service  Keeps your .. Manual (Trig...

G, OpenSSH Authentication A... Agentto ho... Disabled Local Syste...
€}, Optimize drives Helps the c... Manual Local Syste..

Description: G Parental Controls Enforces pa.. Manual Local Syste...

Provides relational database storage. '
G, Payments and NFC/SE Man... Manages pa.. Manual (Trig... Local Service
1€}, Peer Name Resolution Prot... Enables serv... Manual Local Service
6 Peer Networking Grouping  Enables mul... Manual Local Service
G Peer Networking Identity M... Provides ide... Manual Local Service
€}, Performance CounterDLL .. Enables rem.. Manual Local Service
g Logs & Alerts Manual Local Service
G Phone Service Manages th.. Manual (Trig... ~Local Service
€ Plug and Play Enablessc.. Running  Manual Local Syste...
€, PNRP Machine Name Publi... This service ... Manual Local Service
G Portable Device Enforces g Manual (Trig...

ostgresql-x64-13 Provides rel.. _Running _Automatic
) Power Manages p..  Running  Automatic )
G Print Spooler This service.. Running Automatic  Local Syste..
€}, Printer Extensions and Notif... This service .. Manual Local Syste...
) PrintWorkflow_f0a00 Provides su Manual (Trig... Local Syste...
G Problem Reports Control Pa.. This service .. Manual Local Suste.. v
Extended { Standard

If the Restart fails, see Troubleshooting at the end of this Section.
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Once the PostgreSQL service has been successfully restarted, continue to PostgreSQL Client Authentication Configuration
File.

Hint

If PostgreSQL has been installed on the same server as all other MLSuite
components, skip to section 2.3 Installing .NET Core Web Server Hosting.

PostgreSQL Client Authentication Configuration File
The pg_hba.conf file must be edited to allow non-local connections to the PostgreSQL database. The pg_hba.conf file
is located in the same directory as the postgresql.auto.conf file.

Open the pg_hba.conf file and scroll all the way to the end of the file. These default settings allow connections to the
local database from the same local machine only.

In order to allow remote connections (i.e. in order to allow MLServer service to connect to the database from a different
location), add the IPv4 and IPv6 addresses of all servers where PosgreSQL and MLServer components are installed,
followed by "/32" for IPv4 or "/128" for IPv6.

Hint

The IPv4 and IPv6 addresses can be retrieved by running ipconfig on the server
hosting MLWeb. To do this, open Command Prompt and enter “ipconfig.”

£

Put your actual configuration here

£

If you want to allow non-local connections, you need to add more
"host" records. 1In that case you will also need to make PostgreSQL
listen on a non-local interface via the listen_addresses
configuration parameter, or via the -i or -h command line switches.

H* oH o HH

# TYPE DATABASE USER ADDRESS METHOD

# IPv4 local connections:

host all all 127.0.0.1/32 md5
[host  all all 172.25.10.62/32 mds |
# IPv6 local connections:

host all all ::1/128 md5
[host  all all fe80::95f3:4ed7:d1:f@47%4/128 md5 |

# Allow replication connections from localhost, by a user with the

# replication privilege.

host replication all 127.0.8.1/32 md5
host replication all 1:1/128 md5

Troubleshooting

If PostgreSQL service cannot be restarted, a setting generated by PGTune may be invalid. This can be due to a simple
typo when copying over the PGTune settings. Keep in mind that the settings are case-sensitive, so common issues to
watch for are the use of KB vs. kB, MB vs.GB, and the correct application of # comment tags. The figure below shows the
error that is displayed when a restart is attempted when a postgresql.auto.conf configuration value is invalid.
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Services *

The postgresql-x64-13 - PostgreSOL Server 13 service on Local

! Computer started and then stopped. Some services stop
automatically if they are not in use by other services or
programs.

Other common issues may be related to:

e An incorrect maintenance_work_mem configuration. It may need to be lowered before PostgreSQL
can be restarted.

e Or the total memory being set too high in the PGTune. Anything higher than 16GB is likely to cause
issues.

2.2 Firewall Configuration

New firewall rules are required for each of the following instances:
o If the PostgreSQL database is installed on a server separate from other MLSuite components

o If MLWeb or MLAdmin must be accessed remotely

The process for adding each of these rules is similar (but must be done separately). See the respective subsections for
each below. Any users without the need for these rules may skip ahead to section 2.3 Installing .NET Core Web Server
Hosting.

PostgreSQL Database on a Separate Server

1. On the server where PostgreSQL is installed, open the Windows Firewall and Advanced Security management

@ Windows Firewall with Advanced Security - O b3
File Action View Help
+«=||= BE
PRIV U] Windows Firewall with Advanced Security on Local Computer Actions
Q3 Inbound Rules | Windows Firewall with Advanced Security on Local Compu... a-
Outbound Rules
B, Connecton Securty Rules Windows Firewall with Advanced Securty provides network securty for Windows computers &) Import Policy...
B Monitoring 4] Export Policy...
Overview S Restore Default Policy
Domain Profile is Active Diagnose / Repair
[
& Windows Frewal is on. View »
' Inbound conneations that do not match a rule ars blocked
=4 d Refresh
@ Oubound connections that do not match a rule are allowed
[E] Properties
Private Profile
Help

@ Windows Firewalis an.

' Inbound connestions that do not match a ruie are blocked
@ Outbound connections that do not match a rule are allowed
Public Profile

@ Wiindows Firewal is on

' Inbound connections that do not match a rule are blocked.

@ Outbound connections that do not match a e are allowed

B3 Windows Firewal Propeties
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2. Select Inbound Rules from the menu on the left and then create a new rule by selecting New Rule from the
Actions menu on the right. This opens the New Inbound Rule Wizard.

File Action View Help
e 2w = H

& Windows Firewall with Advance
Qutbound Rules
Connection Security Rules

> B Monitoring

B Windows Firewall with Advanced Security

Inbound Rules

Name Group Profile

Firefox (C:\Program Fi... Private
Firefox (C:\Program Fi... Private
Microsoft Lync Domain
Microsoft Lync UcMapi Domain
Multilogger: MLGatew... All
Multilogger: MLProce... Al
Multilogger: MLServer All

& Allloyn Router (UDP-In) AllloynR.. Doma
BranchCache Content... BranchCa... All
BranchCache Hosted .. BranchCa... All
BranchCache Peer Dis... BranchCa.. Al

<

& Allloyn Router (TCP-In)  Allloyn R..  Domai...

@ Cast to Device functio.. CasttoD.. Private..

Ena Action
Yes Allow  Ne
Yes Allow  No
Yes Allow  Ne
Yes Allow  Ne
Yes Allow  No
Yes Allow  Ne
Yes Allow  No
Yes Allow  Ne
Yes Allow  Ne
MNo Allow  No
Ne Allow  Ne
Ne Allow  Ne
Yes Allow  No

Any

Local subnet
PlayTo Rend...

Protecol

TCcP

Actions

Inbound Rules -~

Mew Rule. |

Filter by Profile
Filter by State

< e

Filter by Group

vy v vz-

View
Refresh
Export List..

BB

Help

Firebird Database Server -
@ DisableRule

& cut

3. Configure the firewall rule using the New Inbound Rule Wizard.

a) Select Port as the Rule Type and click Next.

‘ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall nule to create.

Steps:
Rule Type

L

@ Protocol and Ports
@ Action

@ Profile

L]

Name

What type of rule would you like to create 7

) Program

Rule that controls connections for a program

@) Port

Rule that cortrols connections for a TCP or UDP port.

() Predefined:
AllJoyn Router

Rule that cortrols connections for a Windows experience.

() Custom
Custom nile

< Back

Next >

Cancel
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b) On the Protocol and Ports tab select TCP and Specific local ports, then set the local port to “5432." Click

Next.
& Mew Inbound Rule Wizard x
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ® TCP
@ Action O uppP
@ Profile
N
@ hame Does this rule apply to all local ports or speciiic local ports?
O Al local ports
(® Specific local ports: |54321
Example: 80, 443, 5000-5010
< Back Next > Cancel
c¢) On the Action tab, select Allow the connection and click Next.
& New Inbound Rule Wizard x
Action
Specify the action to be taken when a connection matches the conditions specified in the rule
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
(@ Allow the connection
L b This includes connections that are protected with IPsec as well as those are nat.
@ Profile
N (O Allow the connection if it is secure
@ Meme This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node
(_) Block the connection
< Back Next > Cancel

30 MLSuite 2023 Installation Guide


https://canarysystems.com/?utm_medium=userguide&utm_source=mlweb3_guide&utm_campaign=webtraffic

(CANARY

SYSTEMS

d) On the Profile tab, leave all check boxes selected and click Next.
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ﬂ MNew Inbound Rule Wizard

Profile

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

-

Name

Specify the profiles for which this rule applies.

When does this nule apply?

[~] Domain

Applies when a computer is connected to its corporate domain

Private

Applies when a computer is connected to a private network location, such as a home

or work place.
Public

Applies when a computer is connected to a public network location.

< Back

Mext >

Cancel

e) Inthe Name field, give your new rule a name and then click Finish.

ﬂ Mew Inbound Rule Wizard

Name

Steps:
@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

-*

Name

Specify the name and description of this rule.

Name

‘PnslgreSQLl

Description {optional):

< Back

Cancel
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4. Once the new rule has been created, additional settings must be configured.

a) Locate the new rule in the Inbound Rule table and double click it to open the Properties form.

@ Windows Firewall with Advanced Security - ] P4
File Action View Help

w2 = BE

P Windons Frewal wih Advance Actions
bR Name Group Profile  Ena, . Local A.. Remote Add... Protocol L Remote .. * | Inbound Rules A
3 Outbound Rules !
Bk Connection Security Rules || SHESTAaI 3 i y 3 W@ NewRule.
., Monitoring Firebird Database Server Al Yes Allow No  Ci\Pro.. Any Any Tcp 3050 Any T Filer by Profle R
Firefox (C:\Program Fi... Private  Yes  Allow No  CPro.. Any Any uop Any  Any
Firefox (C:\Program Fi... private  Yes  Allow No  CAPro.. Any Any TP Ay Any T Filter by State 4
Microsoft Lync Domain Yes  Allow No  CiPro.. Any Any uop Any  Any T Filter by Group »
Microsoft Lync UcMapi Domain Yes  Allow No  CAPro.. Any Any uop Any  Any View N
Multilogger: MLGatew... Al Yes Allow MNo  CAPro.. Any Any TP Any  Any
Multilogger: MLProce. an Yes  Allow No  System Any Any Tcp Any  Any ] Refresh
Muttilogger: MLServer Al Yes  Mlow MNo  CAPro.. Any Any TP Any  Any |z ExportList..
Alloyn Router (TCP-In}  AlloynR.. Domai.. Yes Allow No  %Syst.. Any Any TP %55 Any Help
Alloyn Router (UDP-In) AlloynR.. Domai. Yes Allow No  %Syst.. Any Any uop Any  Any M
< >« > Easloeson A

b) From the Properties form, select to the Scope tab.
c) The Local IP address can be left as Any IP address. However, the Remote IP address should be specified.

i. Select These IP Addresses: and click Add...

PostgreSQL Properties =

General Programs and Services Remote Computers
Protocols and Ports Advanced Local Principals Remote Users
Local IP address

S e

-
e (O These IP addresses:

Remote IP address
() Any IP address

| .
| Wy
- (@) These IP addresses:

[ ok ]| Camesl || Aeply

i. The IP address for each server that is hosting MLSuite components that will communicate with the
PostgreSQL server must be added. Type in the IP and click OK.
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ii. Repeat foreach

iv. Once all the necessary IP addresses have been added click Apply and OK.

RY

IP address.

IP Address
Specify the |P addresses to match:

(@) This IP address or subnet:

Examples: 1592.168.0.12
1592.168.1.0/24
2002:9d3b:1a31:4:208:74f fe 33:6c43
2002:9d3b:1a31:4:208:74f f35:0112
() This IP address range:
Fram:

Ta:

() Predefined set of computers:

Default gateway

Cancel

Local IP address
B @ Any IP address
| by
(O) These IP addresses:

Remote IP address
‘-\i, () Any IP address

L 9F]
& (®) These IP addresses:
£7.212.86.118 Add...
67.212.86.117 I—I
Cancel

Apply

PostgreSOL Properties X
General Programs and Services Remote Computers
Protocolsand Pots =~ Scope Advanced  Local Principals ~ Remote Users
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The allowed IP addresses are shown under Remote Addresses for the new Inbound Rule.

B Windows Firewall with Advanced Securi - ] ®
ity

File Action View Help

e nm = E

@ Windows Firewall with Advance il o Actions
Inbound Rules Name Profile Remote Address Local .. Inbound Rules -
Outbound Rules
B4 Connection Security Rules PostgreSQL Al Yes  Allow No  Any  Any P 5432 W3 NewRule..
» % Monitoring Firebird Database Server Al Yes  Allow No  CiPro.. Any P 3050 T Fitter by Profle R
Firefox (C:\Program Fi... Private  Yes  Allow No  CiPro.. Any  Any uop Any
Firefox (C:\Program Fi... private  Yes  Allow No  CAPro.. Any  Any T Any T Filter by State 4
Microsoft Lync Domain  Yes  Allew No CiAPro.. Any  Any upp Any 7 Filter by Group 4
Micrasoft Lync UcMapi Domain Yes  Allow No  CiPro.. Any  Any uop Any View )
Multilogger: MLGatew... Al Yes  Allow No  CAPro.. Any  Any T Any
Muttilogger: MLPrace... Al Yes  Allow No  System Any  Any Tcp Any Q] Refresh
Multilogger: MLServer All Yes  Allow No  Ci\Pro.. Any  Any TP Any [z Export List...
Alloyn Router (TCP-In)  AllloynR... Domai.. Yes  Allow No  %Syst.. Any  Any T 9955 H Help
Alloyn Router (UDP-In) AllloynR.. Domai.. Yes  Allow No  %Syst.. Any  Any uop Any v
< > < >

MLWeb or MLAdmin to be Accessed Remotely

1. On the server where MLSuite is installed, open the Windows Firewall and Advanced Security management
console.

@ Windows Firewall with Advanced Security - O b3
File Action View Help

« = |7 B

PRIV U] Windows Firewall with Advanced Security on Local Computer Actions

B2 Inbound Rules | Windows Firewall with Advanced Security on Local Compu... &
Outbound Rules

%5 Connection Security Rules ) Import Policy...
> Bl Monitoring & Export Policy..

ﬂ Windows Fiewall with Advanced Securty provides netwark secury for Windows computers.

Overview = Restore Default Policy
Domain Profile is Active
@ Windows Firewal is on.

Disgnose / Repair

View 3
' Inbound conneations that do not match a rule ars blocked
n d Refresh
@ Outbound cannections that do not match a rule are llowed
[E] Properties
Private Profile
Help

@ Windows Firewalis an.
' Inbound connestions that do not match a ruie are blocked
@ Outbound connections that do not match a rule are allowed

Public Profile

@ Wiindows Firewal is on

' Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Windows Frewal Properties

2. Select Inbound Rules from the menu on the left and then create a new rule by selecting New Rule from the
Actions menu on the right. This opens the New Inbound Rule Wizard.

B Windows Firewall with Advanced Security - [m] x
File Action View Help
e nm = H

& Windows Firewall with Advance JITSIE LTS Actions
21 Inbound Rules e e 000 o™ Toewn lew lascloe lore lioan lomarntd loeet 11 lowws |F

—_ Name Group Profile Protocol || Inbound Rules - A
& Connection Security Rules [ { Fircbird Databa @l NewRule.. |
» B, Monitoring Firefox (C:\Program Fi Private "% Fite oy Profie S
Firefox (C:\Pragram Fi... Private
Microsoft Lync Domain V' Filter by State 4
Microsoft Lync UcMapi Domain T Filter by Group 3
Multilogger: MLGatew... All View »
Multilogger: MLProce... All
Multilogger: MLServer All 1G] Refresh
Allloyn Router (TCP-In)  Allleyn R..  Domai... I ExportList..
Allloyn Router (UDP-In) Allloyn R...  Domai.. Help
BranchCache Content... BranchCa... Al
BranchCache Hosted .. BranchCa... Al Firebird Database Server -
BranchCache Peer Dis... BranchCa... Al Any Local subnet  UDP @ Disable Rule
. N Cast to Device functio... CasttoD.. Private.. Any PlayTo Rend... TCP ‘Il & cm
v
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3. Configure the firewall rule using the New Inbound Rule Wizard.

a) Select Port as the Rule Type and click Next.

ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type

@ Protocol and Ports
@ Action
@ Profile
-

Name

What type of rule would you like to create 7

) Program

Rule that controls connections for a program.

@ Port
Rule that cortrols connections for a TCP or UDP port.

() Predefined:
AllJoyn Router
Rule that cortrols connections for a Windows experience.

() Custom
Custom nile

< Back

Next >

Cancel

canarysystems.com

b) On the Protocol and Ports tab select TCP and Specific local ports, then set the local port to “80" (or “443"

for https). Click Next.

ﬂ MNew Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

Does this rule apply to TCP or UDP?

@® TcP
O upp

Does this nule apply to all local ports or specific local ports?

() Al local perts

@ Specific local ports- |au|

Example: 80, 443, 5000-5010

< Back

Mesxt >

Cancel
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c¢) On the Action tab, select Allow the connection and click Next.

& New Inbound Rule Wizard x
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
@ Rule Type ‘What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
(@ Allow the connection
L BT This includes connections that are protected with IPsec as well as those are not.
@ Profile
N (C) Allow the connection if it is secure
@ Meme This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node
(_) Block the connection
< Back Nexdt > Cancel
d) On the Profile tab, leave all check boxes selected and click Next.
& Mew Inbound Rule Wizard x
Profile
Specify the profiles for which this rule applies.
Steps:
» Rule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
@ Frofile Applies when a computer is connected to its comporate domain.
& Name Private
Applies when a computer is connected to a private network location, such as a home
or work place
Public
Applies when a computer is connected to a public network location
< Back Next > Cancel
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e) Inthe Name field, give your new rule a name and then click Finish.

ﬂ Mew Inbound Rule Wizard

Name

Specify the name and description of this nule.
Steps:

@ Rule Type
@ Protocol and Parts

@ Action
@ Profle ot

MLWeb Remote Access|
@ Name

Description (optional):

< Back

Finish Cancel

4. Once the new rule has been created, additional settings must be configured.

a) Locate the new rule in the Inbound Rule table and double click it to open the Properties form.

File Action View Help
e |y |

823 Inbound Rules

Outbound Rules

® Connection Security Rules
» B, Menitoring

WP Windows Defender Firewall with Advanced Security

Group

emote Acc
@ FileMaker Pro 18 Advanced
@ FileMaker Pro 18 Advanced
@ Firebird Database Server

@ Microsoft Office Outlook
@ Multilogger: MLGateway
@ Multilogger: MLServer

@ Multilogger: MLWeb Service
() teams.exe

@ teams.exe

) teams.exe

teams.exe

TechSmith Camtasia 2020

@{Microsoft.DesktopApplnstaller_1.0.302... @[Microsoft.DesktopApplns...
@{Microsoft.DesktopApplnstaller_1.21.27... @{Microsoft.DesktopApplns...

<

Profile

Private.
Private.
All
Public
All
All
All
Public
Public
Public
Public
All

Domai...
Domai...

Enabled

Action

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Block
Allow
Block
Allow
Allow
Allow
Allow

QOverride

P Windows Defender Firewall with Adva| [JET L1 Actions

x
Program  Local Address || Inbound Rules -
W3 NewRule..
Chiproge T Filter by Profile »
Ci\progr. )
C\Progr T Filter by State 3
C:\Progr. T Filter by Group 3
C:\Progr. View R
C\Progr...
Ci\Progr.. 1G] Refresh
Chusers\... Any |z Export List..
Chusersh..  Any H Hep
Chusersh..  Any
Chusersh.  Any MLWeb Remote Access -
Any Any % DisableRule
Any Any ¥ oo
Any Any .
R Y ||B copy

b) From the Properties form, select to the Scope tab.

MLSuite 2023 Installation Guide




38

ANARY

(=

SYSTEMS®

canarysystems.com

c) The Local IP address can be left as Any IP address. However, the Remote IP address should be specified.

MLWeb Remote Access Properties

General

Local IP address

- (O) These IP addresses:

Remcte IP address

I..,_? () Any IP address

- I (®) These IP addresses: I

Cancel

BEagaadaand Services Remote Computers
Protocols and Ports Advanced  Local Principals ~ Remote Users

Apply

Select These IP Addresses: and click Add...

The IP address for each server that is hosting MLSuite components that will communicate with the
PostgreSQL server must be added. Type in the IP and click OK.

IP Address
Specify the |P addresses to match:

(®) This IP address or subnet:

Examples: 192.168.0.12
192.168.1.0/24
2002:5d3b:1a31:4:208:74ff fe 39:6c43
2002:9d3b:1a31:4:208:74f f 35:0/112

() This IP address range:

Fram:

Ta:

() Predefined set of computers:

Default gateway

Cancel

Repeat for each IP address.
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iv. Once all the necessary IP addresses have been added click Apply and OK.
MLWeb Remote Access Properties X
General Programs and Services Remote Computers
Protocols and Pots ~ Scope Advanced  Local Principals  Remote Users
Local IP address
L @ Any P address
L "k y
- (O) These IP addresses:
Remote IP address
A O Any IP address
LT
- (@ These IP addresses:
67.212.86.118 | Add... |
Cancel Aoply
M Windows Defender Firewall with Advanced Security - [m) x
File Action View Help
= am=]
W Windows Defender Firewall with Adva| JESaT e L0 =3 Actions
‘U":&‘;”u"n:“ﬂ':“ﬂ Name Group - Profile  Enabled  Action  Ovemide  Program  Local Address || RemoteAddress | Protocol  Local Port A || Inbound Rules -
K Connection Securty Rules MLWeb Remote Access Al Yes Allow  No Any Any 67.212.86.118 T ] & New Rule
% Monitoring @ FileMaker Pro 18 Advanced Private... Ves Allow  No C\progr..  Any Yy uop Any

FileMaker Pro 18 Advanced Private... Vs Allow  No Cprogr..  Any Any
Firebird Database Server an Yes Allow  No C\Progr..  Any Any
Microsoft Office Outlook Public  Ves Allow  No C\Progr..  Any Any
Multilogger: MLGateway Al Yes Allow  No C\Progr..  Any Any
Multilogger: MLServer Al Ves Allow  No C\Progr.,  Any Any
Multilagger: MLWeb Service Al Ves Allow  No C\Progr.,  Any Any
S teams.exe Public  Ves Block Mo Clusers\..  Any Any
U teams.exe Public  Ves Allow  No Clusers\... Any Any
tesms.exe Public  Yes Block Mo Clusers\.. Any Any
O teams.exe Public  Ves Allow  No Clusers\.. Any Any
@ TechSmith Camtasia 2020 an Yes Allow  No Any Any Any
D r1.0.302. Domai... Yes Allow  No Any Any Any
D 12127, Domain.  Ves Alow  No Any Any Any
< >||<

TP
TP
uop
TP
TP
TP
TP
uop
uop
TP
TP
Any
Any

Any
3050
6004
Any
Any
Any
Any
Any
Any
Any
221
Any
Any

T Filter by Profile
T Filter by State
T Filter by Group

View
|d Refresh
[5 Export List

Help

The allowed IP addresses are shown under Remote Addresses for the new Inbound Rule.

2.3 Installing .NET Core Web Server Hosting

The MLSuite installation processes configures and launches a web server host that is responsible for startup and lifetime

management of MLAdmin.

Microsoft ASP.NET Core Runtime 7.0 provides the resources for this. Microsoft ASP.NET Core Runtime 7.0 must be
downloaded from Microsoft; the ASP .NET Core Runtime Download link is available on the Canary Systems website
under Third Party Downloads & Utilities (canarysystems.com/support/software-downloads).
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Note

This is currently the only version of ASP .NET Core Runtime that is compatible
with MLSuite. No other version should be installed.

Download the ASP.NET Core Runtime 7.0 (latest version of the Windows Hosting Bundle) as shown below.

=. Microsoft | NET why.NET ~ Festures v~ Leamn v Docs v Downloads ~Community | LIVETV All Microsoft ~  search O

Home / Download / .NET / 7.0

Download .NET 7.0

@ Not sure what to download? See recommended downloads for the latest version of .NET.

N 7.0.9 exr=m

Release notes  Latest release date July 11, 2023

Build apps - SDK 0 Run apps - Runtime ©
SDK 7.0.306 ASP.NET Core Runtime 7.0.9
os Installers Binaries The ASP.NET Core Runtime enables you to run existing web/server applications. On

Windows, we recommend installing the Hosting Bundle, which includes the .NET
Linux | Package manager instructions Arm32 | Arm32 Alpine | Armé4 | Runtime and IIS support.
Arm64 Alpine | x64 | x64 Alpine

s ti t (ASP.NET C Module v2)
macOS  Armé4 | x64 Arm64 | x64 runtime support( ore Module v2)

17.0.23172.9
Windows Arm64 | x64 | x86 | Armbd | x64 | x86
winget instructions 0os Installers Binaries
Al dotnetiinstall scripts Linux  Package manager instructions | Arm32 | Arm32 Alpine | Arm64 |
Armb64 Alpine | x64 | x64 Alpine
Visual Studio support
Visual Studio 2022 (v17.6) macos Armbd | x64
Visual Studio 2022 for Mac (v17.6) Window{ | Hosting Bundle | x64 | x86 | Arm64 | x64 | x86

N winget instructions
Included in wing

Visual Studio 17.6.5

Included runtimes .NET Desktop Runtime 7.0.9

NET Runtime 7.0.9 The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
ASP.NET Core Runtime 7.0.9 release includes the NET Runtime; you don't need to install it separately.
.NET Desktop Runtime 7.0.9

Run the installer once downloaded.

2.4 Installing NodeJS

Node]S is an asynchronous event-driven JavaScript runtime that serves as a supplement to the new charting engine in
MLWeb 2023.

To ensure charts render correctly, download the latest version of NodeJS 20.0; a download link is available on the Canary
Systems website under Third Party Downloads & Utilities (canarysystems.com/support/software-downloads).
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Node.js is an open-source, cross-platform JavaScript runtime environment.

New security releases to be made available August 8th, 2023

Download for Windows (x64)

18.17.0 LTS 20.5.0 Current
Recommended For Most Users Latest Features

For information about supported releases, see the release schedule.

Once downloaded, run the installer with default settings. When the installer is finished, restart the server.

2.5 Installing MLSuite

Before launching the MLSuite Installer, ensure that PostgreSQL, Microsoft ASP.NET Core Runtime 7.0.0, NodeJS, and all
their associated extensions as detailed in sections 2.2, 2.3, and 2.4 have been installed.

Software Version
The version of the software is included in the installer's name. The year indicates the major release and the following
number the service pack. The installer for MLSuite MLWeb 2023 initial release is MLSuite_2023.1.0.92_x64.msi.

User Installation Restrictions
MLSuite may be installed on any computer. However, if User Account Controls restrict the installer from making changes,
a dialog box will appear asking the user to enter the Administrator's credentials to continue the installation.

MLSuite Setup Wizard

Follow the below steps to complete MLSuite installation. If necessary at any step in the process, click Cancel to
terminate the installation. Note that this action rolls back all progress made from when the Setup Wizard was
launched (not including any manual migration work).
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1. To begin, Run the MLSuite Installer. Click Next to proceed.

‘ﬁ] Multilogger Suite 2023.0.0 Setup —

Welcome to the Multilogger Suite
2023.0.0 Setup Wizard

The Setup Wizard will install Multilogger Suite 2023.0.0 on

Setup Wizard,

(

(CANARY

SYSTEMS"

wour computer. Click Next to continue or Cancel to exit the

canarysystems.com

2. Read the entire End-User License Agreement (EULA), displaying in the viewing window. It may be printed for later

review and reference purposes by clicking the Print button.

3. Check | accept the terms in the license agreement to indicate agreement.

4. Click Next to continue to open the installers Custom Setup wizard, where the application installation options

and program file paths can be configured.

Installation Options

Specific applications can be selected for installation by clicking on their icon and changing their installation options, as
shown in the figure below. This allows the installer to choose to only install certain features, or not to install others,

dependent on server setup and project requirements.

By default, various MLSuite Utilities are installed with the software. For more information on these Utilities, see section

2.5.2 MLSuite Utilities.
ﬁ Multilegger Suite 2023.0.0 Setup —
Custom Setup
Select the way you want features to be installed. (Q_A._._NAﬂ"'
Click the icons in the tree below to change the way features will be installed.
SR _IEI,;I Multilogger Suite Main MLWeb application
Multilogger
MLReport
MLServer
MLGateway This feature requires 1225ME on
your hard drive.
=2 Will beinstalled on lecal hard drive
=8 Entire feature will be installed on local hard drive
¥ Entire feature will be unavailable
oroy
Reset Disk Usage Back Cancel
42
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From the Custom Setup form, the installer is able to designate the installation path for the program files. The default
location is displayed at the bottom of the form, as highlighted in the figure below. Typically, a path in the Program Files
folder is used.

ﬁ Multilogger Suite 2023.0.0 Setup - *

(canary

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

All programs required to run
MultiLogger Suite on a local
machine.

Multilogger
MLReport
MLServer

MLGateway
MLWeb
Utilities

This feature requires 2KB on your
hard drive. Ithas 7of 7
subfeatures selected. The

subfeatures require 1655MB on

Firebird Server
your hard drive.

Location: C:'Program Files\Multilogger, Browse. ..

Reset Disk Usage Back Cancel

5. Click the Browse button to specify an alternate path if needed.
Additional options are on the installer's Custom Setup wizard include:

Reset — Resets the form to its default options.

Disk Usage - Displays a form showing all available drives, their available storage space and the
required storage space for the program and its applications as configured.

6. Click Next to continue.

Note

Canary Systems recommends installing MLReport on your local machine. See
appendix B.1 Installing MLRemote Locally for details on installing MLRemote on
your local machine.

7. Before the installation process begins, a settings confirmation screen is displayed. Click Install to begin the
installation.

8. If prompted to allow the installer to make changes to the drive, select Yes. The MLSuite program files are then
copied to the destination folder.
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9. When the installation has been completed successfully, the screen in Figure 2.5 D is displayed. Click Finish to
complete the installation.

ﬁ Multilogger Suite 2023.0.0 Setup — x

Completed the Multilogger Suite
2023.0.0 Setup Wizard

Click the Finish button to exit the Setup Wizard.

(

(CANARY

SYSTEMS®

Back Cancel

The desktop shortcuts have now been created for MLGateway, MultiLogger, MLServer, MLReport, and
MLWebHardware.

7 B

MLGateway { MLWebHW

Now that MLSuite is installed additional configuration is required. Continue to section 2.6 Creating Firebird Temp Folder.

2.5.1 Modifying the Installation

After initial installation, the same installer can be run again to add or remove MultiLogger features, repair installation
errors, or uninstall MLSuite.

ﬁ] Multilogger Suite 2023.0.0 Setup — x

Change, repair, or remove installation

Select the operation you wish to perform. (((gﬂ—'—NABHY

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remaove

Removes Multlogger Suite 2023.0.0 from your computer.

Badk Mext Cancel
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Change - Select this option and click Next to display the Custom Setup form. Here, features can be
added or removed.

Repair — Select this option and click Next to fix errors in the program installation.
Remove - Select this option to uninstall MLSuite from the computer or server.

The installer can also be run from the Control Panel, in the Programs and Features menu. Select MLSuite from the list
and select Uninstall, Change or Repair to perform the operations described above.

[ Programs and Features - u] X

« « 4 [@ » ControlPanel > Programs > Programs and Features v | @ | SearchProgramsand Fea.. 0

Centrol Panel Home -
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

& Turn Windows features on or
off

Organize * Uninstall Change  Repair H== w 0
Mame Publisher Installed On  Size Version &

& Microsoft Edge Microsoft Corporatian 711272023 114,0.1223.79
& Microsoft Edge WebView2 Runtime Microsoft Corporation 771372023 114.0.1823.79
@ Microsoft OneDrive Microsoft Corporation 711472023 282MB  23.139.0704.0001
ﬁMicroso&Taams Microsoft Corporation 6/27/2023 133MB  1.6.00.16472
[#5 Microsoft Update Health Tools Microsoft Corporation 5/11/2023 1.02MB 37200
ﬁMicroso& Wisual C++ 2013-2022 Redistributable (x... Microsoft Corporation 771472023 204MB 1434319310

Microsoft Wisual C++ 2015-2022 Redistributable (x... Microsoft Corporation 7/14/2023 17.9MB_ 14.34.31831.0

I € Multilogger Suite 2023.0.0 Canary Systems, Inc. 7/14/2023 139GB 23.0.036 I
lef Motepad++ (64-bit x64) MNotepad++ Team 6/10/2023 144ME 853
[®]Npgsql 3.2.6 EnterpriseDB 771472023 481 MB  3.26-3
. MNVIDIA Graphics Driver 528.79 MNVIDIA Corporation 5/30/2023 528.79
@PostGlS Bundle 3.3.3 for PostgreSOL x64 13 (remo... 771472023
[ Pastgresql 13 PastgreSQL Global Developmen...  7/14/2023 100GE 13
S Realtek USB Ethernet Controller All-In-One Windo...  Realtek 3/27/2023 6.66MB  10.54.608.2022
[& spiceworks Agent Spicewarks, Inc. 3/27/2023 3.62ME  10.060
[®] Teams Machine-Wide Installer Microsoft Corporation 3/30/2023 131MB  1.5.0.30767
[ UXP WebView Support Adobe Inc. 471372023 326MB 110 v
Canary Systems, Inc. Support link:  http://www.canarysystems.com
- Update information: http://canarysystems.com/support/software-downloads/
((( Product version:  23.0.0.36 Size: 1.59GB

Help link:  http://canarysystems....

2.5.2 MLSuite Utilities
The MLSuite installer includes three Utilities that are installed by default.

ﬂ Multilogger Suite 2023.0.0 Setup - x

Custom Setup

Select the way you want features to be installed. (((cx—-—A'—'—NAEaY

Click the icons in the tree below to change the way features will be installed.

MLReport ~ Client side utilities

MLServer

MLGateway

MLWeb
This feature requires OKB on your

- =0~ | MLPerflndex hard drive. Ithas 0 of 3

- (= ~ | IBOConsale subfeatures selected. The

=d~| Icons subfeatures require OKB on your
hard drive.

Firebird Server w

Reset Disk Usage Back Cancel
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MLPerflndex - A tool to aid in optimizing server performance, see Appendix E - Performance Index Tool
for more information.

IBOConsole - Firebird database management console.

Icons - Installs a library of icons that can be used for data visualization in MLWeb, see Appendix B.2 -
Installing the MLWeb Icon Library Locally for more information.

2.6 Creating Firebird Temp Folder

Firebird databases create temporary files when running Backup and Restore tasks. By default, these files are written to
the Windows Temp folder. These files are typically three times the size of the Firebird's .gdb file.

Note

Canary Systems recommends creating a folder other than Windows Temp to
store Temp files. Once created, the path for this folder must be entered into the
conf file (see steps below).

Hint

Modify permissions are required to edit this file. Refer to section 2.7 Granting
User Permissions.

1. Create a new folder where the Firebird temp files can be written: “FB_Temp”
2. Locate the firebird.conf file (Program Files > MultiLogger > Firebird > firebird.conf)

a) Open file with notepad and find “TempDirectories”

s -
¥ Temporary directories

#

# Provide ';'-separated trees list, where temporary files are stored.
# Relative paths are treated relative to RootDirectory entry

¥ (see abowve). Default walue is determined using FIREEIRD THMF,

# TEMP or TMFP environment options. Once the first specified

# directory has no available space, the engine will =switch to the

# next one, and =so on.

#

¥ E.g.:

# TempDirectories = c:\temp

# or

# TenpDirectories = c:\temp:;d:\temp

#

¥ Type: string (special format)

F

# TempDirectories =|
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b) Remove the “#" to uncomment out the TempDirectories and include the path of the new folder:
“TempDirectories = C:\Windows\Temp\FB_Temp"

# Type: string (special format)

¥
TempDirectories =I C:\Windows\Temp\FB Temp I

3. Save the firebird.conf file

Note

When performing an upgrade, the .conf file will not be updated once it has been
edited.

4. Restart the Firebird server
a) Open Services
b) Navigate to Firebird Server - Defaultinstance and right click

C) Restart

% Services
File Action Wiew Help

e |FE = HmE v en

- Services (Local) O Smies =)
Firebird Server - Defaultinstance  Mame Description Status Startup Type  Log On As -
‘£ Encrypting File System (EFS) Provides the core file encryption techn... Manual (Trig... Lecal System
Stop the service & . ) ) o
i€ Enterprise App Management Service  Enables enterprise application manage... Manual Local System

Restart the service
Manual Local System

Automatic

Local Service

Description: . Function Discovery Provider Host Aosts the Functi... Manusl
m{;ﬁiﬁfsg:i?;”e' . \:\) Function Discovery Resource Public Stop. =r and resources... Manusl Local Service

£ Geolocation Service Pause he current locati.. Running  Manual (Trig...  Lecal System

‘&) Google Chrome Elevation Service G Manual Local System

£k Google Update Service (gupdate) arE up to date... Automatic (D... Local System

£} Google Update Service (gupdatem are up to date... Manual Local System

‘& Group Paolicy Client All Tasks > sleforapplying .. Running Automatic (T.. Local System

-S\:);Humanlnterface Device Service Refresh s the use of hot ... Manual (Trig... Local System

&1 HV Host Service orthe Hyper-V h... Manusal (Trig...  Local System

\:\) Hyper-V Data Exchange Service Properties to exchange da... Manual (Trig... Local System .
%\ Extended { Standard Help

Stop and Start service Firebird Server - Defaultinstance on Local Computer

2.7 Granting User Permissions

Any user accounts that will be used to log onto the server, to access MLServer or MultiLogger, require permission to
specific folders to be granted. The accounts need "Modify" access to the following locations:

e The CanarySys folder (and all subfolders) - by default this is under
C:\Users\Public\Documents\CanarySys but is often moved to the root of one of the data drives on the

server.

e The Temp folder (and all subfolders) - by default this is located in C:\Windows\Temp, but that can be
moved by changing the system environment variables.
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Note

Other customized files and folders may require similar permissions. For
questions on specific setups, Contact Canary Systems Support.

2.8 Binding SSL Certificate

It is highly recommended that databases hosted on the web have an SSL certificate. SSL certificates authenticate a
website's identity and enable an encrypted connection. This security protocol ensures that when users interface with
the database, the data therein is protected.

Check with your organization”s IT department to see if an SSL certificate already exists for your website. New SSL
certificates can also be purchased from various vendors on the web.

The process for binding the certificate to an IP and port is found below. For this part of the setup, you will need the
certificate’s fingerprint or “hash,” the target machine’s IP address, and the port to be used if different from the default.

1. Run the following from elevated PowerShell:
netsh http add ssicert ipport="<IP>:<PORT>" certhash="<CERTHASH>" appid=("{"+[guid]::NewGuid()+"}")
Replace <IP> with the IP address of NIC web portal will be hosted through. Use 0.0.0.0 to designate any/all.

Replace <PORT> with the port number that the web portal is accessible at via above IP address.

HTTPS is 443.

Replace <CERTHASH> with the SSL certificate hash/thumbprint.

If the command ran correctly, the following line in PowerShell displays, “SSL Certificate successfully added.”
2. Restart the MLWeb service associated with the SSL certificate.
3. Run the following command to view/confirm SSL certificate binding:

netsh http show ssicert
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EN Administrator: Windows PowerShell

Redirecting Http to Https

To setup autoredirect from http to https, follow the below steps:

1. From the directory where MultiLogger is installed, navigate to Program Files | MultiLogger | MLWeb

and then open commonSettings.json.

[ [ = | Muweb

Home Share View

« v 4 <« Program Files » Multilogger »+ ML\Web
~
Name
# Quick access [ it
I Deskiop & CanarySystems.Zendesk.pdb
%] Castle.CoredIl
l Downloads
1] cfitsio.dll
5] Documents 5] Cliwrap.dl
=] Pictures %] clretwre.dll
Logs 1] clrge.dll
MLWeb 12 elrjitdll
%] Collections.Pooled.dll
[ This PC

|%] CommandLine.dll
¥ Network commonSettings

1% conert140.dIl

%] Conditions.dll

1] coreclrdll

[ createdump

[ curl

5 curl-ca-bundle

|| detnet-aspnet-codegenerator-design.dll

(8] drawmap

[#] drawmapDirect

[ drawmapDirectPrint

[82] drawmapGDIPlus

(] drawquery

%] EntityFramewerk.dIl
742 items  1item selected 75 bytes

v O

Date medified

Search MLWeb

Pragram Debug D...

Application exten...

Application exten...

ication exten...
tion exten...

ication exten...

Application exten...
Application exten...
Application exten...
JSON Source File

Application exten...
Application exten...

ication exten...

rity Certificate

ication exten...

Application exten...

Size
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2. Change the AllowAutoRedirectoHttps command from “false” to “true” as shown in the figure below.

—  commonSettings.)son - Visual Studio... M08 o - O
Restrnicted Mode is intended for safe code browsing. Trust th.. Manage Learn More X

{} commonSettings.json X

m Files > Multi

"Network™: {
"AllowAutoRedirectToHttps™: "true”

3. Restart MultiLogger MLWebService.

Note

This process performs redirecting from http to https by redirecting traffic from
port 80 to port 443. The logic will not not work in cases where other ports are in
use or the app is being accessed from an external network that uses different
ports mapping. It works strictly with 80 and 443 port numbers.
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3. Launching and Configuring Applications

Once the MLSuite installer completes, shortcuts for the installed applications and services are added to the desktop.

Applications and services can also be launched from the MultiLogger folder generated during installation. By default,
the MultiLogger folder's file path is \Program Files\MultiLogger.

| M © s | Multilogger - O X
Home Share View 0
« =3 v 9 > ThisPC > OS(C) > Program Files > Multilogger v O ) Search Multilogger
Name - Date modified Type Size ~
st Quick access
DatalmportRules 1/7/2022 1207 PM File folder
> W ThisPC Firebird 1/7/2022 1207 PM File folder
¥ Network IBOConsole 1/7/2022 1207 PM File folder
MLWebHW 1/12/2022 10:50 AM File folder
Postgres 9/28/2021 1:15 PM File folder
Python 1/12/2022 10:50 AM File folder
Services 1/7/2022 12:05 PM File folder
SQlite 1/7/2022 12:07 PM File folder
Utils 1/7/2022 12:07 PM File folder
v
49 items =

Additionally, shortcuts can be placed in the Startup folder so that applications will be launched when a user logs in.

A MLSuite group in the Start menu is created by the installer; this provides shortcuts to the primary applications installed.

3.1 MLGateway

MLGateway is designed to operate as a service; MLWebHardware and MultiLogger are applications used to configure
the MLGateway service. MLGateway performs all the actual functions related to system management, programming,
monitoring and data collection. MLGateway is installed as a Windows Service. Running as a service provides the
advantage of not requiring a user to be logged in for MLGateway to function.

MLGateway performs the following functions:

e Multi-user access to dataloggers and other hardware

MultiLogger text and graphical monitoring functions
o Automation of data collection
e Automation of database data import (through MLServer)

Open the MLGateway interface by clicking on the MLGateway icon **, found on the desktop or in the MLSuite group in
the start menu.

Note

Closing the Control Panel does not close MLGateway, as it is installed and
running as a service. To find out more about managing Windows Services, see
Microsoft's Windows Services documentation.
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The MLGateway Control Panel is shown in the figure below. It provides status information as well as buttons to access
the various forms and functions.

beb MultiLogger Gateway - 000:06:11:35 >
ol -
G 2 L 4
Settings License Log ﬁlé Help About

The Function Buttons perform the following actions:

Settings — Configures the Port used for MultiLogger to MLGateway communications.
License — Configures the MLGateway license.

Log File — Displays the log file viewer.

Help - Displays the help file.

About — Displays the current version and support contact information. This includes the Call Stack
button that displays the call stack information for use in troubleshooting. This information can be
copied or emailed directly to Canary Systems support from the dialog.

Sbout MLGateway >

&b MLGateway

o Ver: 2023.0.0.36

Copyright @ 1997-2023, Canary Systems, Inc.
For technical support:
Phone: (603) 526-9800

e-mail: support@canarysystems.com
web: http://www.canarysystems.com

E [=] Resources i EI Call Stack

Close

3.2 MLServer

MLServer is the application included with the MLSuite software that provides the back-end functionality for MLWeb and
MLField. MLServer is installed as a Windows Service. Running as a service provides the advantage of not requiring a user
to be logged in for MLServer to function. It performs the following functions:

e Importing data sent to it by MLGateway

e Importing data collected by other systems and/or software through import configurations
e Automated backup and restore functions

o Processing of data in the database, generation of alarms and other notifications

e Processing and generation of automated outputs

e Management of MultiLogger Gateway Lists
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4. MLAdmin Configuration

MLSuite® includes a browser-based admin page for management of databases and sites. Access to the admin page,
MLAdmin, can be restricted to local access only, or can be made available remotely through a network.

Note

Canary Systems recommends contacting our Support team to assist with the
initial configuration of MLAdmin. See pg. 4 of this guide for contact details.

MLAdmin is accessed on the machine hosting MLWeb locally at http://localhost/admin, or remotely at
http://[Machine Name or IP}/admin.

4.1 Installation Setup

MLAdmin must be configured after installation of MLSuite. Upon initial login, the setup process begins.

1. MLAdmin has a dedicated Administrator Account for its management. A username and password for this
account must be created.

Be sure to save this information, as this account is needed to view and edit settings in MLAdmin. Click Submit
when complete.

2. The location of each MLSuite service must be specified. To reach the editor for this function, navigate to
Configuration | Services. Enter the machine name or IP of the machine hosting each service, then click Save.

3. The passwords for each required account must be entered. To reach the editor for this function,
navigate to Configuration | Passwords. Click the # icon in each field to display the password. Click
the # icon in each field to hide the password.

The accounts are as follows:

SYSDBA - Enter the password for the Firebird sysdba user. For initial set up, masterkey is required,
however it can be changed later through MLWeb.

POSTGRES ml_user — An internal user for accessing PostgreSQL data. Enter a password as desired.

POSTGRES postgres (admin) — The PostgreSQL super user. This internal user is used for database
operations. Enter the password created during installation of PostgreSQL, as detailed in section 2.2.2
PostgreSQL and Add-on Installation.

MLUSER - An internal Firebird user.
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Note

The process of setting up or changing the MLUSER password requires a
c¢md file to be run. From the directory where MLSuite has been installed:

1. Navigate to Program Files | MultiLogger | Firebird | bin and then select
fb_users_setup.cmd.

2. Runthe cmd.

3. When prompted, enter the SYSDBA password you have just set up in
MLAdmin. This brings up a series of options.

4, Type 1 and then hit Enter to select 1. Setup ML_User_account
5. Enter a password as desired. Make sure to take note of this.
6. Press Enter; the cmd closes.

Return to MLAdmin and enter the password you have just setup into the
MLUSER Password field. The password entered here must match the
password you have set up in the cmd.

Windows process User Name - Enter the Windows user name created for the Process account.

Note

If one does not yet exist, a windows account called “Canary_Process” must be
created before continuing. This can be either a Domain account or a local
system account. The Canary Process account should be a user level account.
See Appendix D - Creating Canary Process Account for steps on how this is
done.

Windows process Password - Enter the Windows password configured for the Process account.

4. From the Admin Dashboard Configuration:
a) Specify how MLAdmin is accessed.

i. If Local Connections only is checked, MLAdmin is only accessible on the server hosting MLWeb by typing
http://localhost/admin into a browser.

ii. Ifunchecked, MLAdmin can be accessed remotely by typing http://[Machine Name or IP]/admin into a
browser.
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b) Setthe number of hours which backups and other database operations remain accessible through MLAdmin;
they are deleted after the set time expires.

Note

Regardless of the Local Connections only toggle setting, MLAdmin cannot be
accessed remotely unless a new firewall rule has been set. See section 2.2
Firewall Configuration.

5. After the Admin Dashboard Configuration page has been configured, click Save.

MLAdmin can now be accessed through the Administrator account established in step 1. Continue to section 4.2
Admin Controls for a list of controls available in MLAdmin.

4.2 MLAdmin Controls

MLAdmin consists of a menu on the left containing tabs for each functionality, and a workspace on the right that displays
the selected tab's fields. Menu tabs and subtabs include:

Home - The initial landing page for MLAdmin, displaying current MLSuite Version and real time
monitoring.

Dashboard Config — Allows for enabling or disabling remote access to MLAdmin.

Background Jobs - Lists operations recently run or currently running in the background,
such as restorations and backups.

Sites - Lists all configured sites. Expanding this menu option provides access to individual sites.
Clicking on these sites access their database operations.

Configuration - Provides configurations MLAdmin and database configurations. Expand to access
additional configurations. For more detailed info on configuring email, see section 4.3 Configuring
Email Sending Information in MLAdmin.

Continue to the next section of this guide for instructions on creating a new database and Site in MLAdmin.

4.3 Configuring Email Sending Information in MLAdmin

The Email Sender Configuration configures how MLServer connects to the mail server.
1. Enter the SMTP Server host name, fully qualified domain name or IP Address as the SMTP Host.
2. Specify the Port. The default SMTP port is 25

3. If user authentication is required for relay, enter the SMTP User and SMTP Password. If the connection is only
restricted by IP address then the User and Password are not necessary.

4. The From Name and From Email will be displayed to the recipient. Generally, the email is the SMTP User name
followed by the domain originating the email. In most cases it does not matter what name is entered here;
however, some SPAM filtering software may reject mail which does not have a valid From Email identified.

5. Select the SSL Method form the drop-down list. Select None for SMTP connections, and SSL or TLS for SMTPS
connections.
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6. Once the information is complete the email sender configuration can be tested. To test the email settings, enter
an email address in the Test Email Address field, and click the Send Test Message button. A notification indicates
if the email was sent successfully, or not. Common error messages include:

a) Host Not Found - Check the Server entry for correct server name.
b) Connection Timed Out - Check the Port setting or check for proper firewall configuration.
¢) Incorrect Authentication Data - Check the User Name and Password.

Once all the necessary information has been entered click Save.

4.4 Passwords Configuration

The Passwords Configuration workspace allows for viewing and updating passwords for the four required
system users as well as the Process Account credentials. Click the & icon in each field to display the password.
Click the ™ icon in each field to hide the password.

SYSDBA - The Firebird SYSDBA user. Default password is masterkey. This password can be changed
here.

POSTGRES 'ml_user' - An internal user for accessing PostgreSQL data. This password can be changed
here.

POSTGRES 'postgres' (admin) — The PostgreSQL super user created during installation of PostgreSQL.
Itis aninternal account used for performing database operations. The password can ONLY be changed
from pgAdmin, a PostgreSQL tool. See Changing the POSTGRES admin passwords for more details.

MLUSER - An internal Firebird user. This password must be changed from the fb_users_setup.cmd file
(see note in section 4.7 Installation Setup).

Windows process User Name - The user name for the Process Account in MLServer. This account
does not require admin rights. It is used for running import scripts, notifications, scheduled outputs
and other operations that leave the MLSuite software to interact with the server. If not set up and
specified these operations will not work.

Windows process Password - Password for the Process Account in MLServer. When changing this
password, it must be changed on the windows account and then changed here to match.

Changing the POSTGRES admin passwords

The POSTGRES admin passwords are used for internal linking of MLServer with the MLWeb and PostgreSQL applications.
Mismatched passwords will lead to system failure. In order to change these passwords from their initial values, it's
important to do so in the correct order.

1. For the POSTGRES admin password, log into pgAdmin and change the password. Please see the current
pgAdmin documentation for details.

2. Change the password in the MLAdmin Passwords workspace to match the new password. Do not forget
to Save the changes. The system may take a minute to update its internal settings and should continue
function normally afterwards.

Note

In MLWeb 2021, the Firebird admin user account doubled as the admin user
account for MLWeb. In MLWeb 2023, these accounts are separate.
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5. MLWeb Configuration

Once MLSuite has been installed and MLAdmin has been configured, further configuration for MLWeb is possible.

5.1 Creating New Databases and Sites

Databases and sites are created through MLAdmin. Log into MLAdmin using the credentials specified in step 1 of the
installation set up completed in section 4.7 Installation Setup.

Hint

MLAdmin is accessed on the machine hosting MLWeb locally at
http://localhost/admin, or remotely at http://[MachineName or IP}/admin.

5.1.1 Creating a Database

1. Navigate to Configuration | Databases.

2. Click Add to add a new blank entry.

3. The database .gdb file and database name are initially configured in the Database Path field.
a) Enter the path where the Database's .gdb database file will be located.
b) Define the name of the database followed by .gdb. The .gdb extension is required.

If the database files are located on the drive (D:) under Databases>Firebird, and the database is to be titled example,
enter D:\Databases\Firebird\example.gdb.

When creating and naming a new database the following character restrictions need to be considered:

e Only include alphanumeric characters as well as the underscore “_” symbol in the database name.

e All database names must start with an alphanumeric character.

4. For the database to be accessible and to create the associated site, it must be active. Check the Active checkbox
and click the Save button for the database entry.

Hint
If the Active checkbox cannot be checked, confirm that the SYSDBA user name
and password have been defined.

5. Once the new Database has been saved, Save the Databases Configuration workspace. The database .gdb file is
then created in the location specified.

The database can now be licensed, and the site can be created.

See section 6.2 Database Licensing of this guide for more information on Database Licensing.
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Continue to 5.1.2 Creating a Site for instructions on creating a new site, then to 5.7.3 Site Management for activating the
Postgres database for 3D functionality.

5.1.2 Creating a Site
After a database has been created and is active, its site can be created.
1. Navigate to the Sites tab on the left menu, then click Add New Site from the dropdown menu.

2. From the Add New Site page, enter the database into the Database field to automatically populate the
Site Name field with the database name. The site name is used as part of the site's URL.

3. Click the Save button for the site entry. The site is now created.

4. Before the site can be accessed, the server where MLSuite is installed must be restarted.

Note

If MLWeb is published on the internet, it is strongly recommended to enforce
HTTPS protocols for it. See section 2.8 Binding SSL Certificate.

Continue to 5.1.3 Site Management for details on creating the PostgreSQL database and patching databases when
necessary.

5.1.3 Site Management

After saving the Site workspace additional site management buttons become available.

Creating Postgres Database
The first time a site is created in MLAdmin, the Postgres database must also be created. The Postgres database is
required in projects using 3D data.

From the Sites workspace, click Create Postgres Database. A message will be displayed once the PostgreSQL database
is created successfully.

Hint

The Postgres Database only needs to be created once; the button only appears
for the first site created.

Patch Database
Ensure that the Firebird and Postgres database versions are current. If a patch is required, the Patch buttons become
active and should be clicked.

If the required versions of the databases already exist, the Patch Database buttons are disabled.

5.1.4 Accessing MLWeb

Once a site has been created and the server has been rebooted, MLWeb can be accessed by entering one of the
following into the web browser:

1. [domain name]/mlweb/[site name]. For example: geomonitoring.com/mlweb/demolog.
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2. [ip address]/mlweb/[site name]. For example: 172.25.10.75/mlweb/sitename.
3. [machine name]/mlweb/[site name]. For example: bobscom/mlweb/sitename.

4. localhost/mlweb/[site name] (if browser is running on same server as MLWeb).

Note

Canary Systems does not recommend installing MLWeb on the same server as
the browser.

5.2 Working File Path

MLSuite 2018 and newer uses the Public Documents folder (typically C:\Users\Public) to store system configuration
files. This path is known as the [Public Documents] or [Shared Docs] folder.

The [Shared Docs] path is used for all system configuration files. These include additions or modifications to the
MultiLogger programming options, datalogger configuration files and collected data files, among others. Only program
files and other non-customizable files are now stored in Program File\MultiLogger (or an alternate installation path, if

it was changed).

To find the system configuration files for each application, open My Computer and then the Local Disk (C:) drive. Next,
browse to Users | Public | Public Documents | CanarySys. Notice the subfolders in the CanarySys folder for each

application installed.

] = | CanarySys — O x
Home Share View o
<« . » This PC » Local Disk (C:) » Users » Public » Public Documents » CanarySys v @& Search Can.. @
ProgramData ~ [ Name - Date modified Type Size
Users MLDatabase File folder
-NET v2.0 MLGateway File folder
MET v2.0 Classic MLReport File folder
JMET wd.5 MLServer File folder
NET vA.5 Classic MultiLogger File folder
Chris . Rochrik File folder
| ] units.bak BAK File 6KE
Classic NET AppPocl >[J units.ini Configuration sett... 6KB
Default >[J Version.ini Configuration sett... 1KB
Default,migrated
Public
Libraries
Public Account Picture
Public Desktop
Public Documents
CanarySys
Duihlir Rrasnlasde A
g items =]

CanarySys Folder Location
It is recommended that the CanarySys folder be relocated to save on resource utilization as well as for ease of access.

The CanarySys folder can be permanently moved to a designated location. This is done by uninstalling MLSuite, moving
the folder to the desired location and making adjustments in the Registry Editor. It is not advised to make changes to
the Registry Edit without expert guidance. Contact Canary Systems for assistance permanently relocating the CanarySys
folder.
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5.3 Active Directory Integration

MLSuite allows both Windows and Azure Active Directory user accounts to log into a project's database in MLWeb. The
following subsections describe the steps needed for integration with each of these Active Directories.

Note

Some additional configuration settings for the database hosting server are
required during installation. Consult your IT department for assistance before
beginning the process.

5.3.1 Windows Active Directory
Configuring Active Directory

Note

Active Directory must be installed prior to configuring Active Directory
integration with MLSuite.

Begin by configuring Active Directory on the Active Directory server.

1. Open the Active Directory Users and Computers application from the Start menu and browse to the
Computers group under the local domain.

= Active Directory Users and Computers - O X
File Action View Help

o= 7@ 0= HM PaETa%

] Active Directory Users and Com|| Name Type Description
~| Saved Queries
v (3 CanarySystems.com I8 AcomPL Computer
' Builtin & BCOMP2 Computer
& ccomes Computer
2] Domain Controllers 1% DCOMP4 Computer
“| ForeignSecurityPrincipals & ECOMPS Computer
| Managed Service Accour|| 1% FCOMPS Computer
j Users -"‘ GCOMP? Computer
i& HCOMPE Computer
& ICOMPO Computer
{5 JCOMPIO  Computer
‘llg KCOMP11 Compu{er
& Lcomp12 Computer
1 MCOMP13 Computer
i NCOMPLY Computer
|:% HOST-SERVER  Computer |
< >
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2. Double-click on the server where MLWeb is installed (HOST-SERVER in this example) to bring up its
Properties dialog box, as seen in the figure below.

HOST-SERVER Properties 7 x

General Operating System  MemberOf Delegation Location Managed By Dialin

Delegation is a security-sensiive operation, which allows services to act on
behaF of another user
(©) Do not tnust this computer for delegation
Trust this computer for delegation to any service
(O Trust this computer for delegation to specified services only

se any authentication protoco

Service Type  User or Computer Port Service N
[ Epanded Add Remove
oren | [ [ e

3. From the Delegation tab, select the option Trust this computer for delegation to any service

(Kerberos only), then click OK.

Note

If MLWeb and MLServer are hosted on different servers, this process needs to
be completed for both servers.

Configuring MLServer

1. On the database hosting server, open Services (available from Start | Windows Administrative
Controls) and right-click on the MLServer entry.

2. From the Log On tab, ensure that MLServer is logged in via the Local System account, as seen in the

figure below.

MLSuite 2023 Installation Guide

Multilogger: MLServer Properties (Local Computer) X

General F!eccvery Dependencies
Log on as:

(® Local System account
|| Allow service to interact with desktop

(O This account: Browse

Cancel Aoply

61



(CANARY canarysystems.com

SYSTEMS®

5.3.2 Azure Active Directory
Before you begin, log into the online Azure portal.

Configuring Active Directory

1. Add MLSuite to the Azure portal as an Enterprise application.

a) Go to the Enterprise Applications menu and select New application.

Home » Enterprise applications - All applications

=== Enterprise applications - All applications

L L1}
BE®  onary Systems. Inc - Azure Active Directory

« £E Columns

Overview

O Overview Application Type Applications status Application visibility
verview
| Enterprise Applications hd | | Any hd ‘ | Any hd |

b) From the Add an application window, select Non-gallery application.

Add an application # 0O X
Add your own app

[ 11} i - i - ;

H Application =,". On-premises =ll Non.ga\.len,

iy you're Wiy application I. application

developing
} Configure Azure AD Integrate any other

Register an app you're Application Proxy to application that you

warking on to integrate enable secure remote don't find in the gallery

it with Azure AD access.

c) On the right side of the portal, enter application Name (MLSuite) and click Add:

Add your own application 0O X

* Mame @
|l Musuitd] \/||

Once you decide on a name for your new
application, click the "Add" button below and
we'll walk you through some simple
configuration steps to get the application
working.

Supports: @
SAML-based single sign-on
Learn mare

Automatic User Provisioning with SCIM
Learn mare

Password-based single sign-on
Learn mare
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d) Select Single sign-on from the left navigation, then select SAML:

Home > Enterprise applications - All applications > Categories > Add an application > MLSuite - Single sign-on

_3 MLSuite - Single sign-on

By Overview
o

Getting started

Deployment Plan

Manage

! Pproperties
Owners

Users and groups

ise Application

Select a single sign-on method  Help me decide

® Disabled G SAML E Password-based
User must manually enter their Rich and secure authentication to Password storage and replay using a
username and password. applications using the SAML (Security web browser extension or mobile app.

Assertion Markup Language) protocol.

i

£

D single sign-on
® Provisioning

i Application proxy

C  self-service

Security

Q) Linked
Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

e) Fillin the fields highlighted in the figure below with the details outlined in the table (Identifier SHOULD end
with “/" when entered)

MLSuite - SAML-based sign-on

Enterprise Application

« T Upload metadatafile %) Change single sign-on mode *** More

i overview

Getling started Set up Single Sign-On with SAML
Deployment Plan

Read the configuration guide & for help integrating MLSuite.

Merage o Basic SAML Configuration /

! properties
Identifier (Entity ID) https://canarysystems.com/mlsuite

n'. Qwners | Reply URL (Assertion Consumer https://www.mlwebtest.com/Saml2/Acs
ervice URL)

s Users and groups Sign on URL

. . Relay State
<) SOERETIET Logout Url Optional
D Provisioning
Identifier (Entity ID) https://canarysystems.com/misuite/
Reply URL https://<your miweb2023 domain>/miweb/<your database
(Assertion Consumer Service URL) name>

A Metadata URL is generated. Copy and save the URL as it is needed later in the configuration process.

SAKL Sigring Certihcate f
Ml At

Thembsprint

Experaiacn T30D02T. S50 AN

Ktttz Dl § 8 SR R ST

App Federation Metadats Ur I L e e P M L | ST T -4, m

Comatoabe (Basedd) Dipwnioad

st (R} i
Federabon Metadata XML Cownload
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2. Authenticate platform
a) Go to the Authentification section of your enterprise application
b) Click Add platform
c) Select Single-page application

d) Inthe Redirect URIs section, fill in your redirect URI
(https://<your mlweb2023 domain>/mlweb/<your database name>) and then click Configure

Single-page application Quickstart  Doesp il
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions =

http:/flocalhost:5001/mlweb/demolog ]E

Add URI
Grant types

Q Your Redirect URI is eligible for the Authorization Code Flow with PKCE.

3. Configure MLSuite application:
a) Go to App registrations and open the newly created application.

Home | App registrations

App registrations bl

+ Mew registration Iﬂ- Emdpoints 3% Troubdeshooting W Got feedhack?
All appScations Owned applications

DHSPLAY HARE A FFURCATION GOUSENT) i CREATED O CERTWRCATES & SECRETS

|= ML Suwite FiI0/2019 .
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b) Select Certificates & secrets from the left-navigation and click New client secret:

Home > App registrations » MLSuite - Certificates & secrets

MLSuite - Certificates & secrets

|<<

O Search (Cirl+/)

Credentials enable applications to identify themselves to the authentication service when receiving
tokens 2t 3 web addressable location (using an HTTPS scheme). For 2 higher level of assurance, we

B Overview recommend using a certificate (instead of a client secret) as a credential.
#4  Quickstart
Certificates
Manage . I
Certificates can be used as secrets to prove the application’s identity when requesting a token.
B eranding Also can be referred to as public keys.
3 authentication T Upload certificate
Certificates 8 secrets No certificates have been added for this application.

-2 AP| permissions

© Expose an 401 THUMBPRINT START DATE EXPIRES
¥ owners

& Roles and administrators (Previ... Client secrets

Ul Manifest A secret string that the application uses to prove its identity when requesting a token. Also can be

referred to as application password.

Suppert + Troubleshooting N -~ N
ew client secre

X Troubleshootin
g DESCRIPTION EXPIRES VALUE

2 New support request

Mo client secrets have been created for this application.

c) Give the secret a Description and click Add.

Add a client secret

Description
MLSute Secreﬂ I

Expires

() In 1 year
p— y
() In 2 years
p— y

™
@) Never

Note

Make sure to copy and save the created secret as it is required for configuring
MLWeb as described in the following section.

Client secrets

A facret stnmg that the applicaton UEes 1o pronve it identily when regquestng a token Also fan be refermed 10 a5 apphiation passaord

| T Mew cleenk sevvet

CESIRIFTICN ExPIRES WAL

St Secret 12/31/2289 I ] I -]
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a) Select APl Permissions from the left-navigation and click Add a permission.

APl permissions

Applications are authorized to use APIs by requesting permissions. These permissions show up
during the consent process where users are given the opportunity to grant/deny access.

+ Add a permission |I

APl / PERMISSIONS N... TYPE DESCRIPTION ADMIN CONSENT REQUIRED

b) From the Microsoft APIs tab click Microsoft Graph

Request API permissions

Select an API

Microsoft APls APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, (
OneMote, SharePoint, Planner, and more through a single endpoint.

c) Click Application permissions

Request AP| permissions

< Al APIs

Microsoft Graph
https://graph.microsoft.com/ Docs [

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a

signed-in user,

Note

In MLWeb 2023, both Application and Delegated permissions are required for
Azure Active Directory setup. At the end of the steps given here for setting up
Application permissions, you will be redirected back to this step to start the
process over for Delegated permissions. The process for both is the same.

66 MLSuite 2023 Installation Guide


https://canarysystems.com/?utm_medium=userguide&utm_source=mlweb3_guide&utm_campaign=webtraffic

SYSTEMS

(<6ANARY canarysystems.com

d) Scroll down permissions tree to locate and expand User category, check User.Read.All, and click Add
permission

» UserNotification

¥ User (1)
User.Export.All
Y
U Export user's data @ s
User.Invite.All
— Y
0 Invite guest users to the organization @ s
User.Read.All Yes
Read all users' full profiles @
O User.ReadWrite.All Ves

Read and write all users’ full profiles @

e) Return to APl permissions area and click Grant admin consent for <Your Company name>:

| « A Permissions have changed. Users and/or admins will have to consent even if they have already done

L Search (Cirt+7)
|/ Search (Ciri+/, so previously.

B Ooveriew o
API permissions

& Quickstart
Applications are authorized to use APIs by requesting permissions. These permissions show up
Manage during the consent process where users are given the opportunity to grant/deny access.
B Branding + Add a permission
2 Authentication AP/ PERMISSIONS N... TYPE DESCRIFTION ADMIN CONSENT REQUIRED
Certificates & secrets * Microsoft Graph (1
| o 0 PETEEE UserRead.All  Application Read all users full pr... Yes 4k Not granted for Can_,

& Expose an AP . ) . .
These are the permissions that this application requests statically. You may also request user

¥ Owners consent-able permissions dynamically through code. See best practices for reguesting
permissions
& Roles and administrators (Previ...

Ml Manifest Grant consent

Support + Troubleshaoting As an administrator, you can grant consent on behalf of all users in this directory. Granting admin
consent for all users means that end users will not be shown a consent screen when using the

XK Troubleshooting application.

2 New support request I| Grant admin consent for Canary Systems, Inc. |I

f) Return to step c) and go through the steps again for Delegated permissions.

g) Ensure the desired permissions have been granted.

APl / Permissions name Type Description Admin consent requ... Status

~ Microsoft Grapl

User.Read.All Delegated  Read all users' full profiles Yes @ Granted for Canary Syst,

User.Read.All Application  Read all users' full profiles Yes @ Granted for Canary Syst,, »*+

MLSuite 2023 Installation Guide 67



(CANARY canarysystems.com

SYSTEMS®

5. Due to Azure security rules, users must be authorized through the Azure portal to be able to log into
MLWeb using their Azure credentials. This is done by navigating to the Enterprise applications area and

Home > MLSuite - Users and groups

® MLSuite - Users and groups
M group

Enterprise Application

« =+ Add user EE Columns

B Overview
@ 1he application viil appear on the Access Panel for assigned users. Set visible to users?" to no in properties ta prevent this. =

i’ Getting started

| First 100 shown, te search all users & groups, enter a display name.
F8 Deployment Plan
DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Manage
n o Alex User Default Access
W1l Properties

Owners @ Doug User User

A Users and groups
3 single sign-on
®  Provisioning

1 Application proxy

selecting Users and groups and Add users.
MLWeb Configuration

1. Go to MLWeb folder and open MLSuite.config.json file. (C:\inetpub\MLWeb)
2. Create the samlOptions entry:

"samlOptions": {
"domainPrefix": "azure",
"metadataLocation": "<metadata location>"

}
a) The domainPrefix parameter should be "azure"

b) Use the Azure SAML metadata location URL saved from SAML Configuration, as described in the previous
subsection, for the metadataLocation.

Note

The metadata already contains the security certificate; you do not need to
copy/install it manually.

3. Create the azureActiveDirectory entry using the details outlined in this step:

"azureActiveDirectory": {

"credentials": {
"graphBaseUrl": "https://graph.microsoft.com/v1.0",
"loginBaseUrl": "https://login.microsoftonline.com",
"tenantId": "<tenant id>",
"clientId": "<client id>",
"clientSecret": "<client secret>"

}
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graphBaseUrl

loginBaseUrl
tenantid
clientid

clientSecret

canarysystems.com

Base URL for Graph API
Base URL for API login

Azure tenant Identifier
Application Identifier

Application secret

a) To gettenantld and clientld, return to the Azure Enterprise Application, go to App registrations and select
the previously created application.

App registrations

o Hew regatration S8 Endpoim

-

All apphcations Cramsed agghcations

CotFLAY HAKE

AFFLHCATHAN (OLENT) B0

CELATED OW CERTHRCATES & LICRETS

|n MLSuite

TR0

b) Select Overview:

5 ML5uite

B Goreps

e Cuatkitat
Misnags

B Bandrg

B Authentication

Coridznes & sacrets

B AP PebiTTRS Se0tS

Note

The base URLs above are valid for public Microsoft Azure Cloud. For a private
Cloud, they can be different.

With the above steps completed, users should now see a Log in with Azure User option on the MLWeb 2023 login
screen. For information on Adding Active directory users in MLWeb, see the MLWeb User’s Guide 2023.
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6. Licensing

MLSuite uses two separate forms of licensing: Gateway Licensing and Database Licensing.

e Gateway Licensing allows MLGateway to communicate with data loggers and collect and import their
data.

o Database Licensing activates the automation processes for the database, such as imports, alarms,
notifications, and calculations.

The processes for Gateway and Database Licensing are detailed in the following sections.

6.1 Gateway Licensing

MLGateway must be licensed and activated on each machine where MLGateway is running. This can be done either
through MLWebHardware or through MLGateway.

6.1.1 Licensing MLGateway through MLWebHardware

MLWebHardware is accessed on the machine hosting MLServer locally at http://localhost/mlwebhw. It is accessed
remotely at http://[Machine Name or IP}/mlwebhw.

Log in to MLWebHardware using the admin user and navigate to the License form located under Server on the left side
menu.

Hint

The default username and password for MLWebHardware is “admin.” The
password can be reset once logged in.

For more information on accessing and navigating MLWebHardware, refer to the MLWebHardware User's Guide
(canarysystems.com/support/users-guides).
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Entering the License Key
From the License form in MLWebHardware, click Add to populate the license Registration form.

(Canagy 0 0
«—= HOME | SERVER | LICENSE

A HOME
Server v

Settings

No licenses

Information

License |
SUPPORT >
Q MLDAQ >
@ MCLOG >
Q MLTDR >
Q MLBase >
Q MLSAA >

Enter the Registration information and the License Key that was supplied with the MLSuite documentation into the
License Form.

Once avalid license key and all required fields have been filled in, click Activate to obtain the Activation Code and activate
the license.

Note

Internet connectivity is required for the automated Authorization Code delivery
to function. If you are unable to use the electronic system, call Canary Systems
Software Support at 1-603-526-9800 ext. 2 to authorize the software over the
phone.

MLWebHardware q
v admin

(((&ALA‘ﬁM.. 2021.0.0.76 o o

= HOME | SERVER | LICENSE | ADD LICENSE

v

V] Activation Registration

Machine ID First Name' Postal Cade

[=] i i - I Code*

(=) | License Key* | | | Last Name* Country* | Select item v

(=1 Activation Code Company” Phone

[=] Get activation code Address 1 Email*

from License Server

(=] Address 2 Include in email list
City* Include in future mailings
State*
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If a mandatory field is missing information, the field will be outlined in red to indicate missing information.

First Name* iy

Activation Response in MLWebHardware

Upon successful activation, MLWebHardware returns to the License form where the active license and Activation Code
can be viewed.

(CanaRy =i o 0
«= | HOME | SERVER | LICENSE

A HOME
Settings
Information Active  License Key Type Activation Code
License 625

SUPPORT ?

2 MLDAQ >

Q@ MCLOG >

Q MLTDR >

@ MLBase >

& MLSAA >

If an invalid key is entered, or the license is unable to activate for any other reason, a message with an option to show
details appears in the bottom right corner of MLWebHardware.

Clicking Show Details displays additional information pertaining to the error. If the error is believed to be a bug, a Bug
report can be submitted directly through MLWebHardware by clicking the Bug report option.

© Error X

Message

The license key is not valid.

mgrepon. =

6.1.2 Licensing MLGateway through MLGateway

To activate the Gateway license through MLGateway, launch MLGateway and then click the License button to open the
Configure Licensing form.

%§j MultiLegger Gateway - 004:22:1%:06 *
‘[ﬂl.\ fra
Sto 5P
AN “
Settings License Log ﬁlé Help About

72 MLSuite 2023 Installation Guide


https://canarysystems.com/?utm_medium=userguide&utm_source=mlweb3_guide&utm_campaign=webtraffic

 EEEEE—— SYSTEMS

(6ANARY canarysystems.com

Entering the License Key
From the Configure Licensing form, click 2/ to add a new record. This opens the License Activation form, as shown
in the figure below.

&% Configure Licensing X

Valid License Key Authorization Code Type
'$ 0000 D000 0OD0 DODOD 7123 5619 89A8 ESCO 50

License count: 50

i F ,r|+‘—

Close

At startup, the License Key is blank. Enter the key supplied with the MLSuite documentation. This is usually found on
the Final QA Report form supplied by Canary Systems.

Hint
Click the Demo Key button to obtain a 30-day demo key.

&) License Activation X
License Key: |. | Demo Key
Machine ID: [2E64 26EA |
Authorization Code: [____ | Clear Code
? Help =1 Register & Activate X cancel

Obtaining the Authorization Code (Activation)
After entering the License Key, MLGateway must be activated.

Click the Activate button on the License Activation panel to begin the activation process.
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If registration information has not been entered on this computer, the Product Registration form must be completed.

g Product Registration Form X

Please complete the Product Registration Form
(Fields in bold are required fields)

Company: lCanary Systems

Country: |USA v

Address 1: |

Address 2: [

City:

State: New Hampshire NH v
Postal Code: |03257 |
Phone: I l

Fax: [ l

New London

NN § SN ) S ) S ) SS— S— ) S—

Email: l'mfo@canarvsystems.oom

Indude me on the Canary Systems mailing list!
[Mlindude me on the Canary Systems email list!!

rve | [ Bem X coc

The First Name, Last Name, Company, Country, City, State, Postal Code and Email fields are required, and filling in
the remaining fields is recommended.

Once the form is complete, click Activate (the button shows Update if registration information has been previously
entered) to attempt connecting to the Canary Systems Authorization Code Server to obtain your Authorization Code.

Note

Internet connectivity is required for the automated Authorization Code delivery
to function. If you are unable to use the electronic system, call Canary Systems
Software Support at 1-603-526-9800 ext. 2 to authorize the software over the
phone.

If all fields are entered correctly, the License Key is valid, and the computer has Internet connectivity, the Authorization
Code is uploaded into the appropriate form field and the software is activated.
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Activation Response in MLServer
The following messages may display during the activation process:
o Authorization Granted — Thank you for registering.
You have succeeded in activating the software.
o Arequired field is blank.

One of the required fields is not filled in. The fields in bold are required fields. Click OK to return to the
Product Registration form, complete the form and click Activate again.

o The License Key is not valid.
The format is incorrect, or the number is not valid. Verify that the License Key is entered correctly.
¢ Unable to reach the Canary Systems Authorization Server.

This is usually due to lack of Internet connectivity on the computer attempting to activate the software.
This may be due to Firewall configuration or network security configuration. If applicable, contact your
systems administrator for assistance in resolving the issue.

If you are unable to resolve the connectivity issues, the product must be registered offline. First, you will
need to restart the software, then click Register and Print on the Product Registration form after it is
completed. Email this form to Canary Systems.

You will receive an Authorization Code that must be manually entered into the Software Activation form
to activate the software. You may also call or email Canary Systems to obtain your Authorization Code.

o Software Authorization inactive.

This may be the result of incorrect configuration of the authorization server. Double-check the License
Key entry. If it fails again, contact your vendor or Canary Systems directly.

e Demo Authorization Denied - Too many requests.

MLGateway can be activated with a demo Authorization Code, which lasts 30 days. This period can be
extended, but by default it expires after a single period. Contact Canary Systems if you require a longer
trial period.

¢ Authorization Failed.

There was an error in the negotiation for the Authorization Code. Try clicking Activate again and if it
fails again, contact Canary Systems for further direction.

6.2 Database Licensing
Database Licensing is based on the following items being present (saved) in the database:
e Number of Class Instruments

o Number of unclassed Instruments (certain instruments count as more than 1 license)
o Number of standalone Data Elements (not associated with an instrument)
e Number of 3D Data Sources

If the total number of items exceeds the number of available licenses, an additional Database License Key must be
purchased. The active/inactive status of instruments or elements is not considered when determining the number of
required licenses. Contact Canary Systems for more information on purchasing license keys.

Database Licensing is accessed and managed through the Databases workspace in MLAdmin.

From here a list of currently configured databases, including the number of used licenses verses the number available
licenses is visible.
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Licenses are configured through the Licenses workspace.

To add or view licenses, open the Database Licenses workspace by clicking the License button while in the Databases
workspace.

6.2.1 Adding Licenses

The Licenses workspace lists all active licenses for the database. It allows for adding new licenses and editing and deleting
existing licenses.

Click + Add button to add a new license or Edit License button to edit an existing one. This opens the License Activation
form.

Fill in all required fields. The Machine ID field is read-only and is populated automatically. With the License Key entered,
the Activation Code populates automatically. License Keys are obtained from Canary Systems directly.

6.2.2 Online activation

If the server is connected to the Internet, enabling the option Get activation code from License Server allows for
obtaining a valid Activation Code from the Canary Systems licensing server automatically. In this case, clicking Save
should activate the license and display a message indicating a successful activation.

6.2.3 Offline activation

If no Internet connection is available—or firewall rules or other issues prevent successful communication with the
activation server—an Authorization Code will need to be requested. Contact Canary Systems to request an Authorization
Code to activate the license. Please have your Database License Pack Key, Machine ID and Database Alias ready.
After obtaining the code, uncheck the Get activation code from License Server option. This will enable the Activation
Code field and allow you fill in the code you have obtained from Canary Systems. If it is correct, clicking Save should
activate the license and display a message indicating a successful activation.

When successful, the Licensing Activation page updates with the License Key, Authorization Code and license type
(showing the number of activated licenses). The Used/Licensed field of the Databases Configuration of MLAdmin will
update as well. Click Back to return to the previous screen.

6.2.4 Deleting Licenses

Click the Delete button to delete a license record. PROCEED WITH CAUTION. Deleting a license record on a server that
is not connected to the Internet, or whose settings may prevent it from communication with the Canary Systems
licensing server, may disable the license key.

If the server is online, deleting the license will automatically update the license records in the Canary Systems activation
database, and free up the license key to be used again later (on the same or a different server and database). If the
server is not able to communicate with the activation database via Internet, you will have to contact Canary Systems
Support and request revoking the license activation.
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7. Uninstalling MLSuite

7.1 MLGateway License Deactivation

Before removing MLSuite, the Gateway License for MLGateway must be deactivated on the current machine to allow it
to be reactivated on another. This can be done through MLWebHardware or MLGateway, follow the steps outlined in
this section.

Once the license for MLGateway is deactivated, the licensed databases in MLAdmin must also be deactivated. This is
described in section 7.2 Database Licenses Deactivation.

7.1.1 License Deactivation through MLWebHardware

Open MLGateway and click the License tab. This brings up a list of configured licenses, as shown in the figure below.
Select the license you wish to delete and click the Delete button to deactivate the license.

MLWebHardware .
(((%Mﬁmsv 2021.0.0.76 W © it

= HOME | SERVER | LICENSE
A HOME
Server e ® Add @ Delete
Settings
Information Active  License Key Type Activation Code
License 625
SUPPORT >
& MLDAQ
& MCLOG
& MLTDR
& MLBase
& MLSAA

7.1.2 License Deactivation through MLGateway

Open MLGateway and click the License button. This will bring up the Configure Licensing form, as shown in the figure
below. Highlight the license and click the Delete Record button [=]to deactivate the license.

&% Configure Licensing X

Valid License Key Authorization Code Type

© |oooo000000000000  ERRSECEIVICCNNE| @0 oo

License count: 50

Close
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7.2 Database License Deactivation

In addition to deactivating the Gateway License, all database license keys should also be removed. This will allow them
to be preserved and reused later.

Open MLAdmin and naviagate to Configuration|Databases. Select a licensed database and then navigate to the
Licenses workspace. Make note of the License Key for future use, then click Delete.

Repeat for all database license keys.

7.3 MLSuite Removal

Note

The following example shows the removal of MLSuite 2023 on a 64-bit Windows
environment with Admin user rights. The removal process on your operating
system may vary, especially with desktop operating systems such as Windows
1.

7.3.1 Uninstalling Using the Control Panel

To remove MLSuite, open the Programs and Features menu of the Control Panel. Locate MLSuite in the list of
programs and click Uninstall to begin the removal process.

[El Programs and Features - O *

1 [@ * ControlPanel » Programs » Programs and Features v O Search Pr.. @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

E;J Turn Windows features on or

off Organize *  Uninstall Change  Repair SEE o
Install a program from the -
network Mame Publisher Installed On  Size Version L
Q{ Motepad++ (64-bit x64) Motepad++ Team 3/26/2020 540 MB 785
fic Multilogger Suite 2019.0.0 Canary Systems, Inc. 3/20/2020 1.74GB  19.0.0479
€ Google Chrome Google LLC 3/19/2020 400 MEB 80.0.3987.149
‘_'@Microsof‘tASP.NET Core 2.2.7 - Shared Framework Microsoft Corporation 3/13/2020 103IMB  22.7.0
ﬁ Microsoft MET Core Runtime - 2.2.7 (x64) Microsoft Corporation 3/13/2020 29.4MB 22728009
‘_'@ Microsoft MET Core 2.2.7 - Windows Server Hosting Microsoft Corporation 3/13/2020 286MB  2.2.7.0 v
- Canary Systems, Inc. Product version:  19.0.0.479 Support link:  http://www.canarysystems.com
((( Help link: http://canarysystems.... Update information:  http://canarysystems.com/support/soft...

A message box is displayed, asking to confirm removal of MLSuite. Click Yes to continue to uninstall.
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Note

While removal of MLSuite does not delete any user created or modified files,
including Network Configuration, datalogger configuration files, collected data
files or user customized programming options, it is recommended to backup

files before attempting removal. Prior to backing up the CanarySys folder, both
MultiLogger and Firebird services should be stopped.

7.3.2 Uninstalling Using the MLSuite Installer

An alternative way to uninstall the software is to run the installation program again. This displays the Program
Maintenance form, as shown in the figure below.

Select Remove, then Next to continue.

ﬁ Multilegger Suite 2023.0.0 Setup — x

Change, repair, or remove installation

Select the operation you wish to perform, (((Q-A—'—NAﬂnv

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove

Removes Multilogger Suite 2023.0.0 from your computer,

Back Mext Cancel

The next dialog box includes a message asking to confirm the removal of MLSuite. Click Remove to continue.

ﬂ Multilogger Suite 2023.0.0 Setup — X

Ready to remove Multilogger Suite 2023.0.0 (((cANARY

Click Remove to remove Multilogger Suite 2023.0.0 from your computer, Click Back to
review or change any of your installation settings. Click Cancel to exit the wizard.

The dialog will update once MLSuite is successfully uninstalled. Click Finish to exit.
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Appendix A - Server Configuration

A.1 Use of Multiple Drives

Using multiple drives with dedicated functions improves performance. It is recommended for all setups, be it two-tier,
three-tier or even single server.

Recommended setup of the multiple drive system is three SSDs on the Back-End server:

¢ Local Drive for Operating System.

o Database Drive for storing database files.

o Temp Drive for storing TEMP folders and Page files.
Database Drive Setup

The Database drive is where the database files are to be stored. Ensure that a folder exists, that is accessible from
MLWeb where these files can be stored.

If the multiple drive method is being deployed on a machine with MLSuite already installed, the Firebird and MLServer
services must be stopped in Windows Services. If they are not stopped, errors may occur, and the databases may be
corrupted. Firebird must be stopped first and then MLServer.

After both services have been stopped, the Database folder can be moved. Ensure that the Database folder is copied
from the previous drive onto the Database drive, and then removed entirely from the previous drive.

- | \ﬂ = | Drive Tools ~ Database (E) - O X
Home Share View Manage o
“« v 4 e » ThisPC » Database(E) » v O Search Database (E: 2
|Z) Documents A Name Date modified Type Size
¥ Downloads Databases  3/23/2012 1158 AM  File folder
J) Music
&=/ Pictures
B videos

‘i Local Disk (C)

¥4 DVD Drive (D:) 555_X64FRI
- Databaze (E})

= Temp (F)

¥ Network ©

Titem =

If MLSuite was already installed and databases were present, their location has now changed and MLAdmin must be
updated to reflect this.

Updating Database Location in MLAdmin
Open MLAdmin and navigate to the Databases workspace. In the Database Path field, update the path to the new
location and Save.

After the databases have been moved and the file paths have been updated to reflect the move, restart the Firebird
service first, then restart the MLServer service.

Temp Drive Setup
The Temp drive must be set to the location where TEMP folders and Page files are generated.

"

Open the System Environment Variables feature by clicking the start menu and type "System Environment Variables.
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Moving TEMP Folders to the Temp Drive
From the Advanced tab of the System Environment Variables form, click the Environment Variables button.

Systemn Properties X
Computer Name  Hardware Femote
You must be logged on as an Administrator to make most of these changes.
Peformance
Visual effects, processor scheduling, memory usage, and virtual memory
Settings...
User Profiles
Desktop settings related to your sign4n
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
Environment Variables...
QK Cancel Apply

In the System Variables list, scroll to TEMP and select it.

From the Edit System Variables dialog, change the Variable Value to the path of the Temp drive followed by
\Windows\Temp.

For example, if the Temp drive is F:, enter F\Windows\TEMP.

e e *
User variables for Administrator
Variable Value
| Path %USERPROFILE%\AppData\Local\Microsoft\WindowsApps;
TEMP FUSERPROFILES:\AppData\Local\ Temp
T™P 2USERPROFILE%:\AppData’\Local\ Temp
Edit System Variable X
Variable name: TEMP |
System variables
Variable value: F:\Windows\TEMP) |
Variable Value
PROCESSOR_REVISION 3e04 Browse Directory... Browse File... Cancel
PSModulePath ZeProgramFiles?
TEMP FAWindows\TEMP
TP F:\Windows\ TEMP
USERNAME SYSTEM
windir CA\Windows
v |

New... Edit... Delete

OK Cancel

Repeat this step for TMP.
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Using the previous example, F\Windows\TEMP would be entered in the Variable Value field for TMP.

Edit Systern Variable

Variable name:

Variable value:

Browse Directory...

>

TMP

F:\Windows\ TEMP

Browse File...

After these steps are complete, the server should be rebooted.

Confirm that the changes were made correctly by checking the TEMP folder in the Temp drive and seeing that TEMP files

are being generated.

Login to MLWeb and confirm that it is running.

Update MLServer with Temp Location (Optional)

If using a custom temp folder:

Open the MLServer.ini file located within the CanarySys folder.

Open the file using Notepad++, under [General] there is a “TempFolder="field. Add the path to the Temp drive.

82

E [General]
Statistics=False
Statistics.TopEventTimeFilter=0
Statistics.ChildEventTimeFilter=0
PythonPath=
ReportJPEGHiRes=False
ReportJPEGQuality=95
CalcEngineThreadCount=0
DomainController=

= Iy process
TempFolder=F:\WindowsTEMP

Note

By default, MLServer uses the Windows temp folder (MLServer subfolder).
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A.2 MLSuite TCP Port Diagram

Web Browser

X 80/443
‘ ..I l
l 80/443

-

MLField

80/143
MLWebHardware
“4—B0/443

9008
Postgres
Database
A
5432 MLS
srver MLGateway
9000
3050
2001

3050

MLReport MultiLogger

Firebird Database
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Appendix B - Installing MLSuite Components Locally

Installing MLReport Locally

Canary Systems recommends installing MLReport on your local machine and not on the same server that hosts MLWeb.
To do this, follow the steps outlined below:

1. Download the installer from the Canary Systems website and begin the installation as outlined in
section 2.5 Installing MLSuite.

2. MLReport is the ONLY feature that should be installed. From the Custom Setup wizard, disable all
features other than MLReport. This is done by selecting Entire feature will be unavailable as shown
in the figure below.

ﬁ] Multilogger Suite 2023.0.0 Setup - >

SYSTEMS

Custom Setup
Select the way you want features to be installed. ((Q_A_'_“ARY

Click the icons in the tree below to change the way features will be installed.

EI_[EI;I Multilogger Suite Firebird database SQL server v2.5
: Multilogger

MLReport
MLServer

MLGateway This feature frees up 10ME on your
ML\Web hard drive.

Utllities

=3 Will be installed on local hard drive

=38 Entire feature will be installed on local hard drive

Entire feature will be unavailable
Reset Disk Usage Back Cancel

X
4

0

XXX X
IEERERE

X
4

See section 1.2 Configure Database Connection of the MLReport User’s Guide (canarysystems.com/support/users-
guides) for details on connection configuration.

Hint

If connecting to MLServer on a remote server, firewall configuration may be
required. For more information on configuring firewall rulesm see section 2.2
Firewall Configuration.

B.2 Installing the MLWeb Icon Library Locally
The MLSuite installer includes a utility option for installing a library of standard MLWeb Icons.

If accessing MLWeb from the server where MLSuite is installed these can be found in a folder called Icons under the
CanarysSys folder.
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If accessing MLWeb from a machine other than the server MLSuite is installed on, the Icon Utility option can be installed
on a local machine. This is done by running the installer and setting all features to “Entire feature will be unavailable”

except for the Icon utility.

Custom Satup

ﬂ Multilogger Suite 2023.0.0 Setup -

s

Select the way you want features to be installed. (( Q_&L—NAﬂ!

Click the icons in the tree below to change the way features will be installed.

¥

R |Firchird Server v

X
4

X
4

MLServer
MLGateway
ML\Web

X
4

X
4

- ¥~ | MLPerfIndex hard drive.
- ¥ - | IBOConsole
- =l = | Icons

=1 Will be installed on local hard drive

=8 Entire feature will be installed on local hard drive

Entire feature will be unavailable

MLReport ~ Firebird database SQL server v2.5

Utlities This feature frees up 15ME on your

cel

Reset

= 1

This creates the CanarySys folder along with the Icon subfolder where the icon library can be accessed through MLWeb

from the local machine.
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Appendix C - Migration from MLWeb 2021 to
MLWeb 2023

MLWeb 2023 has been enhanced in numerous critical ways which make it incompatible with previous Canary Systems
browser-based applications and associated components. Follow the example migration in this appendix to ensure the
most complete transfer of databases from the previous generation MLWeb to MLWeb 2023.

Note

Depending on the complexity of the database, Canary Systems recommends
using a dedicated migration server for MLWeb 2021 to MLWeb 2023. upgrades.
Contact Canary Systems Support for questions regarding specific setups.

C.1 Backing Up Existing Database Files

Databases can be manually backed up using the Backup Database operation in MLAdmin. For migration from MLWeb
2021 to MLWeb 2023, only the Firebird database needs to be backed up.

The operation creates a Database Backup file, or .ghk file, stored in a zipped folder (.zip). The .gbk file's name format is
the database name. The zipped folder's name format is the database name followed by the date and time of the backup:
Database_yyyymmddhhnn.zip.

To manually backup a database:

1. Navigate to MLAdmin.

2. Expand the Sites tab and then select the site to be backed up. Doing this open’s the site's Manage
Databases workspace. Alternately, clicking Manage within the general Sites workspace opens the
Manage Databases workspace.

3. In the Manage Databases workspace, under the Firebird database heading, click Backup Database. A
zip file (.zip) containing the backup file (.gbk) is created and downloaded.

L O

m Firebud database Postgres database

Q@ Opentride
o - _ Le .

. 2. Backup Datsbase

> 8 .‘ ’ R ol L NI . et v Ll

J Daveos

&
&

This .gbk file can be used to restore the database in MLWeb 2023 once the new version of the software has been
installed.

86 MLSuite 2023 Installation Guide


https://canarysystems.com/?utm_medium=userguide&utm_source=mlweb3_guide&utm_campaign=webtraffic

SYSTEMS

((c ANARY canarysystems.com

For more information on MLAdmin, see Chapter 21 - MLAdmin of the MLWeb User’s Guide 2019.

Note

If not using a migration server, 3D objects, as well as inclinometer, TDR, and
SAA chart data must be noted and/or saved separately from the database
backup. IMPORTANT: these database items will not transfer over to
MLWeb 2023 and must be manually added after databases are restored
in the upgraded software. For more information on this process continue to
section C.3 Migrating Reports, Charts, Objects, and Scenes.

C.2 Uninstall MLSuite and Components

Note

The steps here are specific to the process for uninstalling previous editions of
MLSuite in preparation for an upgrade to new software and differ from the
process as laid out in section 7 of this guide.

C.2.1 MLGateway License Deactivation

Before removing MLSuite, the Gateway License for MLGateway must be deactivated on the current machine to allow it
to be reactivated on another. This can be done through MLWebHardware or MLGateway.

Once the license for MLGateway is deactivated, the licensed databases in MLAdmin must also be deactivated. This is
described in section C.2.2 Database Licenses Deactivation.

License Deactivation through MLWebHardware
Open MLGateway and click the License tab. This brings up a list of configured licenses, as shown in the figure below.
Select the license you wish to delete and click the Delete button to deactivate the license.

MLWebHardware o
(((%Mﬁusv 2021.0.0.76 @ O admin

«= | HOME | SERVER | LICENSE

A HOME

Server v ® Add @ Delete
Settings
Information Active  License Key Type Activation Code
License G25

SUPPORT >

& MLDAQ

& MCLOG

& MLTDR

& MLBase

& MLSAA
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Open MLGateway and click the License button. This will bring up the Configure Licensing form, as shown in the figure

below. Highlight the license and click the Delete Record button [=] to deactivate the license.

&% Configure Licensing X

Valid License Key Authorization Code Type
§ |o000000000000000 EREEREICIECNNE 20 w0

License count: 50

C.2.2 Database License Deactivation

In addition to deactivating the Gateway License, all database license keys should also be removed. This will allow them

to be preserved and reused later.

Open MLAdmin and click the Database tab. From the Databases workspace click the Edit button to make note of the

License Key for future use.
Close the License form and click Delete to remove the license from the database.

Repeat for all database license keys.

ﬁ Status =
v == Sites
¥ Background Jobs Databases
v $4 Configuration Active  Alias Database Path (local path on Firebird Host/Server) Used/Licensed  Operations
Passwords 1 v example  D:\Databases\firebird\example.gdb 0/0 Plicenses  # Edit
Used in Sites: none .

Email Sender

/~ Dashboard Config

Add Database

&, Synchronize
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C.2.3 MLSuite Removal

Uninstalling Using the Control Panel
To remove MLSuite, open the Programs and Features menu of the Control Panel. Locate MLSuite in the list of
programs and click Uninstall to begin the removal process.

[ Programs and Features - O *

1 [@ * ControlPanel » Programs > Programs and Features v O Search Pr.. @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.

®) Tum Windows features on or
off

Organize v  Uninstall Change  Repair == - o
Install a program from the -
netwark Name Publisher Installed On  Size Version L

[Zf Motepad++ (64-bit x64) MNotepad++ Team 3/26/2020 940MB 7835

€ Multilogger Suite 2019.0.0 Canary Systems, Inc. 3/20/2020 1.74GB  19.0.0479

€ Google Chrome Google LLC 3/19/2020 400 MB  80.0.3987.149

‘_@MicrUsU&ASP.NET Core 2.2.7 - Shared Framework Microsoft Corporation 3/13/2020 103MB  22.7.0

ﬁ Microsoft NET Core Runtime - 2.2.7 (x64) Microsoft Corporation  3/13/2020 894 MB  2.2.7.28009

ﬁ Microsoft [MET Core 2.2.7 - Windows Server Hosting Microsoft Corporation 3/13/2020 286 MB  2.2.7.0 v

- Canary Systems, Inc. Product version: 19.0.0.479 Support link:  http:/fwww.canarysystems.com
((( Help link: http://canarysystems.... Update information:  http://canarysystems.com/support/soft...

A message box is displayed, asking to confirm removal of MLSuite. Click Yes to continue to uninstall.

Uninstalling Using the MLSuite Installer
An alternative way to uninstall the software is to run the installation program again. This displays the Program
Maintenance form, as shown in the figure below.

Select Remove, then Next to continue.

‘ﬁ] Multilogger Suite 2019.0.0 Setup — *

Change, repair, or remove installation

Select the operation you wish to perform. (((‘G_A_NAEFY

Lets you change the way features are installed.

Repair

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remaove

Removes Multilogger Suite 2019.0.0 from your computer,

Back Mext Cancel
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The next dialog box includes a message asking to confirm the removal of MLSuite. Click Remove to continue.

‘ﬁ Multilogger Suite 2019.0.0 Setup — X

R TEME

Ready to remove Multilogger Suite 2019.0.0 (((cA NARY

Click Remove to remove Multilogger Suite 2019.0.0 from your computer. Click Back to
review ar change any of your installation settings. Click Cancel to exit the wizard.

The dialog will update once MLSuite is successfully uninstalled. Click Finish to exit.

C.2.4 Uninstall Components
Return to the Programs and Features menu of the Control Panel. Unistall the associated components of MLSuite in
the reverse order to which they were originally installed.

1. From Programs and Features, uninstall existing version of .NET Core Runtime and all associated
components (in any order).

[ Programs and Features - O X

« “ 4 [ « Programs * Programs and Features v O Search Programs and Features »

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
off Organize =  Uninstall Change == ~ e
Mame - Publisher Installed On  Size Version ~
(85 Measurand Software.Installer 2022.02 Measurand Instruments Inc 2/2/2023 210MB  2022.02
Microchip Studio Miunchx 3/29/2023 5.03 GB  7.0.2504
E Microsoft .MET Core 2.1.30 - Windows Server Hosting  Microsoft Corporation 1/9/2023 272MB  2.1.30.60071
ﬁM\crnsn&.NETCnre Runtime - 2.1.30 (x84} Microsoft Corporation 1/9/2023 835MB  2.1.30.30411
ﬁM\crnsn&.NETCnre Runtime - 2.1.30 (x86) Microsoft Corporation 1/9/2023 TEEMB  2.1.30.30411
(8] Microsoft NET Framewark 4.5 Multi-Targeting Pack Microsoft Corporation 3/29/2023 41.8MB 4550710
[85] Microsoft NET Framework 4.5.1 Multi-Targeting Pack  Microsoft Corporation 3/29/2023 493MB  4.5.50932
[85] Microsoft NET Framewark 4.5.1 Multi-Targeting Pack... Microsoft Corporation 3/29/2023 T45MB 4550932
(55 Microsoft .NET Framework 4.5.1 SDK Microsoft Corporation 3/29/2023 194MB 4551641
(85 Microsoft .NET Framework 4.5.2 Multi-Targeting Pack  Microsoft Corporation 3/29/2023 494MB 4551209
(5] Microsoft .NET Framewark 4.5.2 Multi-Targeting Pack... Microsoft Corporation 3/29/2023 744MB 4551209
&5 Microsoft 365 Apps for business - en-us Microsoft Corporation TNT2023 16.0.16529.20182
e Microsoft Edge Microsoft Corporation TNT2023 114.0.1823.82
S Microsoft Edge WebView? Runtime Microsoft Corporation TNT2023 114.0.1823.82
ﬁ Microsoft Help Viewer 2.2 Microsoft Corporation 3/29/2023 121MB 2.2.23107
|3 Microsoft ODBC Driver 18 for SQL Server Microsoft Corporation 1/16/2023 7O7MB  18.1.21
& Microsoft OneDrive Microsoft Corporation 7/20/2023 283MB  23.142.0708.0001
[ Microsoft SQL Server 2014 Management Objects Microsoft Corporation 3/29/2023 258MB  12.0.2000.8
[ Microsoft System CLR Types for SOL Server 2014 Microsoft Corporation 3/29/2023 683 MB  12.0.2402.11 b

Microsoft Corporation Product version:  2.1.30.60071
Size: 272 MB

2. From Program & Features, uninstall existing PostGIS bundle as well as Npgsql (any order).
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3. Finally, uninstall existing version of PostgreSQL.

[ Programs and Features - O X

« © 4 [ « Programs > Programs and Features v~ | @ | SearchPrograms and Features »

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
' Tum Windows features on or
off Organize ~  Uninstall/Change - @
Name . Publisher Installed On  Size Version "
o4 Microsoft Visual Studio 2015 Shell (lsolated) Microsoft Corporation 3/29/2023 15668 14.023107.10
[EMPLAB XC8 C Compiler Micrachip 3/29/2023 18068 v2.36
€ Multilogger Suite 2021.4.0 Canary Systems, Inc. 7/19/2023 04MB 21405
& Notepad+ + (64-bit x64) Notepad-++ Team 741172023 185MB 854
I%Npgsq\ 326 EnterpriseDB 77972053 TEIME 3263 1
NVIDIA Graphics Driver 517,69 NVIDIA Corporation 2/24/2023 517.09
[ \VIDIA Physx System Software 9.21,0713 NVIDIA Corporation 2/24/2023 9210713

pgAdmin 4 version 6.19 The pgAdmin Development Team _1/26/2023 S30ME_6.19
i[85/ PostGIS Bundle 3.0.3 for PostgreSQL x64 12 (remove .., 1/9/2023 1

ostareSqL 12 PostareSQL Global Developmen... 1/9/2023 891 MB 12 ]
[ PowerToys (Preview) x64 Micrasoft Corporation 4/17/2023 098GB 0.69.1
&3 PuTTY release 0.78 (64-bit) Simon Tatham 1/31/2023 553MB 07200
& PyCharm Community Edition 2022.3.2 JetBrains sr.o. 3/3/2023 223.8617.48
% Python 3.11.1 (64-bit) Pythen Software Foundatien 1/16/2023 14ZMB 21111500
3 Python Launcher Python Software Foundation 1/16/2023 143MB  3.11.8009.0
34 Realtek Audio Driver Realtek Semiconductor Corp. 4/28/2023 401MB 6.0.8472.1
3 Realtek USB Ethernet Controller All-In-One Windows .. Realtek 1/23/2023 663MB  10.54.602.2022
Ef Snagit 12 TechSmith Corporation 6/2/2023 01MB 1241.3036
[@]spiceworks Agent Spiceworks, Inc. 1/5/2023 362MB 10060 v

C.3 Migrating Reports, Charts, Objects, and Scenes

Because of enhancements to MLWeb 2023, such as new charting and GIS engines, special attention is called for when
migrating certain database items from legacy software. Carefully review the following guidelines to ensure the most
complete and accurate migration of databases from MLWeb 2021 to MLWeb 2023.

Note

Canary Systems has implemented an entirely new mapping/GIS engine in
MLWeb 2023 featuring numerous enhancements including dual 2D/3D scenes.
Image Windows as found in legacy versions of the software are no longer
supported. For information on machine settings for best reaults when viewing
3D data, reference the MLWeb User’s Guide 2023.

C.3.1 Custom Reports

Certain table and column names have changed in MLWeb 2023 and must be updated in any SQL code via MLReport in
order for Custom Reports to display correctly in the software. For more information on scripting in MLReport, refer to
the MLReport User's Guide (canarysystems.com/support/users-guides).
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For changes to the table and column names, see Appendix F - Table and Column Name Updates in MLWeb 2023.

Note

The referenced appendix does not contain an exhaustive list of changes. Canary
Systems recommends contacting their Support team for assistance with SQL
scripting.

C.3.2 Charts

Select fields from the Outputs Configuration Side Panel in MLWeb 2021 are now instrument properties in MLWeb 2023.
These configurations do not migrate to MLWeb 2023 automatically and must be entered manually. TDR, Inclinometer,
and SAA charts will not display accurately until these properties have been updated.

Note

For assistance with the migration of TDR, Inclinometer, and SAA charts, contact
Canary Systems Support.

Use the below sections to determine how fields from MLWeb 2021 Output Configuration Side Panel fields correlate to
MLWeb 2023 instrument properties.

TDR Charts
The fields that must be entered as properties in MLWeb 2023 are found by opening the Outputs Configuration Side
Panel for the chart being worked on in MLWeb 2021 and then navigating to the Type tab.

TOR Chart
Absolute Reflection

T W 762015 00.0000
10000 | @ 7772015 00:00:00

20000
30000
40000
50000
60000
700.00

£ o000
900,00
-1000.00
110000
120000
130000

120000

1500 00
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In MLWeb 2023, navigate to the corresponding Property within the Instrument and then enter the data from each
MLWeb 2021 field using the Add new button. A list of MLWeb 2021 Outputs Configuration Side Panel fields and the
properties that each correspond to in MLWeb 2023 is found below.

Q Help -~ 2

& Database CanaryDemo Instruments TDR Data = TDR_1001_CHO1
R“". INSTRUMENT SETTINGS DATA ITEMS ATTACHMENTS NOTES
(] Type: ~ (®) Add new
Type Name & Status/ Size  Details
g AvgConfig 7/10/201512:00:00 AM | 128 Numeric Avg_Config
Z;SE Baseline Date Baseline
MWS CableLength 7/10/201512:00:00 AM | O Numeric Cable_Length
o DistanceUnits List DistanceUnits
EndPoint Numeric EndPoint
e FileName String FileName
Installation List Installation
Multiplier 7/10/201512:00:00 AM | 1 Numeric Multiplier
Offset 7/10/201512:00:00 AM | O Numeric offset
Points 7/10/201512:00:00 AM | 1500 Numeric Points
ProbelLength 7/10/201512:00:00 AM | O Numeric Probe_Length
7/10/201512:00:00 AM | O Numeric Probe_Offset
ProjectName String ProjectName
Reference Numeric Reference
o serialNumber String SerialNumber
Chart Type - This field migrates automatically; no action is necessary.
Orientation - Corresponds to the Installation Property in MLWeb 2023.
Units - Corresponds to the DistanceUnits Property in MLWeb 2023.
Waveform start - Corresponds to the Start point Property in MLWeb 2023.
Waveform end - Corresponds to the End point Property in MLWeb 2023.
Elevation - Corresponds to the Reference Property in MLWeb 2023.
Note
When entering this data in MLWeb 2203, it is important to remember to always
set the Recorded field of the New Data side panel to a date and time prior to
the first data included in the chart being migrated.
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For Inclinometer/SAA charts in MLWeb 2021, there are two tabs in the Outputs Configuration Side Panel that contain
information which must be manually added to the migrated charts in MLWeb 2023: the Configuration tab and the Type

tab.

(@anany

(((CANAﬂMclmommr Chart

Cumulative Deviation

W 1162015075827

1762018 075822

172672015 110051

A list of applicable Configuration tab chart columns and the properties that each correspond to in MLWeb 2023 is

found below.

Inclinometer Cumulative Deviation B3 (-

VIR, Inclinometer Chart
Cumulative Deviation

(((cA NARY

-20.00

-30.00 § /
-40.00

-50.00 § /
-50.00 §

-70.00 §

Depth

-50.00 4

-90.00 §

-100 00
-20.000.00 20-20.000.00 20.00
- A Axis -B Axis

-10.00 ,,,
|

10.00

|- -20.00
|- -30.00
|- -40.00
|- -20.00
| -50 .00
|- -70.00
|- -50.00
|- -90.00

-100.00

wpddag

17192015 07:55:22
J26/2015 11:00:51
j2/2015 09:22:14

0135 11:36:31

015 12:17-01
Lowr Limit - B
High Limit - B

k] Axis | Series | Type  Tites  Legend
Appearance  Background  Sideshow  Annotstions
Output Alarms
Instrument -
HOLE1A,
To change Inclinometer. please drag it from the tree to t
B Auto Select Recent Surveys
0
stant | |A-AuiseF  (B-AxiseF  |A-AxisBias  B-AksBias  fA-Ax
1 1 o o -
*
1 1 [ ]
1 1 [ ]
1 1 o ]
1 1 o ]

4

Bl ioadediitems from 140 5 of 5

Add Tips
X & Value

v

A-Axis GF - Corresponds to the GageFactorA Property in MLWeb 2023.
B-Axis GF - Corresponds to the GageFactorB Property in MLWeb 2023.
A-Axis Bias - Corresponds to the BiasA Property in MLWeb 2023.
B-Axis Bias - Corresponds to the BiasB Property in MLWeb 2023.
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Alist of applicable Type tab fields and the properties that each correspond to in MLWeb 2023 is found below.

- Inclinometer Cumulative Deviation [ [ETEIEIE

Inclinometer Chart
Cumulative Deviation

-10.00 4

-20.00

-30.00

"--WU.UU

J [ -20.00

/ [--3000
|--4000

W 111972015 07:58:22
m 12672015 11:00:51
| 2272015 09:22:14
m 272015 11:36:31
| 282015 121701
W LowLimit-B

3

T
X

Configuration
Appearancs

Output Alarms

Axis

Background

Series Titles

Slideshow Annotations

Legend

Chart Type
Cumulative Deviation
Reference
Bottom

Level

v

_a0.00 ’ . m High Limit - B Rencing Units
_ 50009 F-s0.00 nehes v
H 1“;? * Depth Units
2 000 [-s000 £ o =

70.00 l } [ -70.00 Stickup

3000} b s0.00 ?

l ’ Elevation
-90.00 r L -a0.00 N
-100.00 -100.00 Angle
-20.000.00 20-80.000.00 20.00 o

- A Axis - B Axis

Chart Type - This field migrates automatically; no action is necessary.

Reference - Corresponds to the Direction Property in MLWeb 2023. After selecting the Add new
button to bring up the New Data slider, the NearToFar selection corresponds to the Bottom selection
in MLWeb 2021; the Far ToNear selection corresponds to the Top selection in MLWeb 2021.

Reading Units - Corresponds to the ReadingUnits Property in MLWeb 2023.
Depth Units - Corresponds to the DistanceUnits Property in MLWeb 2023.
Stickup - Corresponds to the Stickup Property in MLWeb 2023.

Elevation - Corresponds to the Reference Property in MLWeb 2023.

Angle - Corresponds to the Azimuth Property in MLWeb 2023.

Note

When entering this data in MLWeb 2023, it is important to remember to always
set the Recorded field of the New Data side panel to a date and time prior to
the first data included in the chart being migrated.

C.3.3 Objects and Scenes

For full functionality given the enhanced GIS engine, scenes from legacy edition software must be rebuilt for MLWeb
2023. For information on scenes, refer to the MLWeb User’s Guide 2023 (canarysystems.com/support/users-guides).
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Appendix D - Creating Canary Process Account

The MLAdmin site includes an option for a Windows process username and password. This is referred to as the Process
Account or Canary Process Account and is required for various processes to run properly without requiring elevated
privileges.

D.1 Windows Process User Requirements/Rights

The Windows Process user can be a local account on the server or a Windows Domain account.

The account should be setup so that the password meets the complexity requirements and configured so that the
password never expires.

When entering the username and password in MLAdmin, if the account is a local account (created on the server),
enter the username of the account with the password you have configured (refer to section 4.7 Installation Setup). If
the account is a Windows Domain account, the username must be entered as username@domain (i.e.
Canary_Process@canary.local).

D.2 Standardize name as Canary_Process

To standardize deployments, use Canary_Process for the username for either a local account or a Windows Domain
account.

Creating a Local User Account
1. From the Start menu, navigate to Computer Management.

2. In the lefthand panel, expand Local Users and Groups and then right click on Users.

3. Choose New User from the drop-down menu. A new window appears.

;k Computer Managemaent - o *
Fde Achicn  Yiew Help

“%|nm 6= Hm

& Computer Management (Local) Hame Fuill Mame Description Actions
| E?Tktﬂ:duﬂf 4 Administrator Busit-im account for sdminstening— Users ™~
ﬁ] E ‘M v P DefauitAccount A& usar sccount marsged by the .- Were Actions
vent Viewer
Shased Folders P Guest Buslt-im account for guest access t
al
s @8 Local Users and Groups B spiceworks
u o WDAGL ity A coount & user account mansged and wse
. Mew User...
s G
E.i‘ Perfo Vg ]
i Devic
v 5 Storage Refresh
- e Expost List...
v B Senvices Help

Creates & new Local Uer sccount.

4. Enter the name “Canary_Process” and add a description if desired.
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5. Enter a password that meets the local system's password policy, confirm the password, uncheck the
box. User must change password and next logon, and check the box Password never expires.

Mew User 7 >

Username:  |Canay_Process |
Full name: |EW¥'_F"'D"~‘-'-"-"5 |
Description: [mepmw ]
Pﬂmﬂ’d. ||.'.....l |
Confirm password: |u+uun| |

User must change password at nead logon
[[] User cannct change password
k] Password never expies
[ Account is disabled

- T

6. Click the Create button to create the Process Account.

D.3 Permissions needed for Canary_Process Account
After a Windows Process user has been created and set up in MLAdmin, permissions to specific folders on the server
running MLServer need to be granted for this account. The account needs “modify” access to:

e The CanarySys folder (and all subfolders) wherever that is located. By default, this is under
C:\Users\Public\Documents\CanarySys, but is often moved to the root of one of the data drives on the
server.

e The Windows\Temp folder (and all subfolders) wherever that is located. By default, this is located in
C:\Windows\Temp, but that can be moved by changing the system environment variables.

e In addition, if Python scripts are executed through MLServer, the Canary_Process account requires
modify access to the location where the Python executables are installed.
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Appendix E - Performance Index Tool

MLSuite includes a tool which can aid in optimizing server performance: MLPerfindex.
After launching MLPerflndex, simply click on the Recalculate button to launch the indexing process.

Be advised that this process makes heavy use of all system resources while it's running. It is advisable to run indexing
only during times of low or preferably no other traffic in order to avoid disruptions to other users and processes, as well

as to obtain as good a baseline as possible without external interference.

{ Performance Index Calculator >

CPU (8 cores)
Single Core:

BAM

Disk C:
Sequential Write:
Sequential Read:
R andom Read:

Disk D:
Sequential ‘Wwrite:
Sequenhal Read:
R andam Read:

Disk F:
Sequential Write:
Sequential Read:

Random Read:

Disk G:
Sequential ‘Wwrite:
Sequenhal Read:
R andam Read:

Total Index

1/0 block size: |16 KB

12099
1512

573

228
309.02 MB\Sec
31467 MB\Sec
E.14 MB\Sec

232
313.81 MBA\Sec
319.38 MB\Sec
£.23 MB\Sec

69
102.44 MB\Sec
96.4 MB\Sec
BB KB\Sec

419
7232 MB\Sec
73.8 MB\Sec
64 KB\Sec

12816

~ | []Force Wiite

Fecalculate

Two options are available, and should be left at their default values:

e 1/0 Block Size: 16 KB
e Force Write: (unchecked)

Acceptable index values are as follows:
¢ Single logical CPU: 1100 - 1500

e Total CPU (8 cores): 9000 - 12000
¢ RAM: 500-600

o Disk: 200 or higher (values lower than 200 indicate non-SSD hard drives with higher read/write latency)
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This tool simulates the day-to-day workload of navigating and reading/writing the Firebird database at the core of
MLSuite. Due to the specific environment simulated with MLPerfindex, the results are likely to differ from third-party
tools such as CrystalDiskMark for drive benchmarking or Cinebench for CPU benchmarking.

The MLPerfindex score is split into three broad categories: CPU, Memory (RAM) and Storage. These scores are then
combined into a single, final score.

CPU

The CPU test measures the processor’s floating-point performance by leveraging all available cores at once. The threads
run in real-time (highest) priority to avoid the influence of other processes, but it is recommended to close other
applications anyway. During the test, the mouse pointer might appear frozen or lagging; this is normal.

The more cores the test machine has, the higher the performance index score. Also shown in the CPU index is the single-
core performance index where only a single core is tested to represent a lighter workload.

Memory

Memory performance is measured in a single thread (one CPU core) by allocating and releasing 1MB blocks of memory
in a loop. The score on this section of the test scales with the number of cycles per second (MHz) the RAM is capable of,
so the faster the RAM speed, the higher the performance index score. More RAM, such as having 64GB instead of 16GB,
does not necessarily result in a higher performance index score. The DDR revision of the memory tested also impacts
scores, mainly because newer revisions have much higher base speed when compared to older revisions. Basic DDR5
memory (4800MHz), such as that found in newer workstations, can score around 1000 points. Basic DDR4 memory
(2133MHz) scores closer to 300-500.

File System

The file system performance is measured in a single thread (one CPU core) by creating, writing, reading, and then
deleting a 16K block in a loop. Higher scores indicate faster sequential read and write speeds, along with faster random
read speeds. Much of the score is dependent on the IOPS (Input/Output Operations per Second) of the drive and the
access time, where higher IOPS and lower access times will lead to higher scores. A basic spinning disk hard drive (HDD)
with a mechanical, moving drive head will score low due to long (up to 5ms) access time and low IOPS (max 400 for high-
RPM drives). A solid-state drive (SSD) with no mechanical parts is no longer limited by the access time of a moving drive
head, leading to lower access time and higher IOPS (75000+). An NVMe SSD is even faster, with IOPS over 1,000,000 in
certain cases.

Canary Systems recommends at least a solid-state drive (SSD) for Firebird database storage and operation.

Note

An additional consideration regarding drive speed is physical vs. virtual
storage. In the case of a virtual machine (VM) running MLSuite, in which case
storage is often managed via a SAN or NAS drive, speed losses of between 20%
and 80% are expected when under load. SAN/NAS are effective for transferring
hundreds of MBs from one location to another but fail to keep up with
hundreds of thousands of tiny blocks of data commonly seen with Firebird
databases. A physical drive dedicated to just Firebird is recommended for
maximum performance.
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Appendix F - Firebird Table and Column Name
Updates in MLWeb 2023

Old Table Name New Table Name Old Column Name New Column Name
data_element ID
Dataelement
Entity_class_nbr Entity_class_id
data num_value
Data Dataelement_data
data_element Dataelement_id
Entity_Class Entity_class_nbr ID
Users Security_user
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Appendix G - Advanced MLServer .ini Settings

The MLServer .ini settings may need to be modified for various reasons. The .ini file is located in the
CanarySys\MLServer folder. To edit the file, open it using Notepad or a similar tool, navigate to the section where
changes are needed. Once the changes are made Save and Close the file.

Note

After the settings are changed and the MLServer .ini file is saved, the
MultiLogger: MLServer service must be restarted from the Windows Services
application.

G.1 CalcEngineThreadCount

The default value is "CPU Virtual Cores" multiplied by 4. Default value is used when the override is missing in
MLServer.ini or it is equal to 0.

[General]

CalcEngineThreadCount=8

In some cases, to avoid server overload, default should be changed to a lower value.

7| MLServer.ini - Notepad - O et
File Edit Format View Help

|[General] -
Statistics=False

Statistics.TopEventTimeFilter=8
Statistics.ChildEventTimeFilter=0

PythonPath=
Report]PEGHiRes=False
BepogrtIPFGONaTity=9%
CalcEngineThreadCount=8

CalcEngineTreadCount highlighted in the .ini file

MLSuite 2023 Installation Guide 101



(CANARY canarysystems.com

SYSTEMS®

G.2 Processing

In a database with data going back for an extended period of time restricting how far back to look before setting off
alarms is possible by adding a setting to the .ini file.

[Processing]

DontProcessOlderThan=45

Any data older than the number of days specified as the DontProcessOlderThan value will not be processed for alarms,
notifications and calculations. If the DontProcessOlderThan value is not set in MLServer.ini, the database looks back 90
days by default.

_| *MLServer.ini - Notepad = O X
File Edit Format View Help

[Processing] A
DontProcessOlderThan=45 v

Note

This setting is not in the .ini file by default. If specifying the number of days to for
processing it needs to be added manually.

G.3 Notification Email Fields

The Database Name and Server URL fields of Notification Emails can be configured with the MLServer.ini file. This file
is found in the CanarySys folder at the following path: C:\Users\Public\Documents\CanarySys\MLServer.

Under the [Domain] section of MLServer.ini, enter the desired database alias or server URL to be used for the database.
If both are to be used, separate them with a semicolon.

| MLServer.ini - Notepad — O X

File Edit Format View Help

PythonPath= [
inl

DEMOLOG=My Demolog Descr‘iption;http:\\geomonitor‘ing.com\demologI
. T0G LIVE=

NEWDATABASE=

multilogger=Multilogger

[License.DEMOLOG]

Key=300000000000000

Code=20000000000000

v

The Database Name and Server URL fields configured in the MLServer.ini file.

Database Name: My Demolog Description

Server URL:  http:/igeomonitoring.com/demaolog

Scheduled Output Notification

The following automated outputs have been generated:

Output Posted Time

Depths  12/06/2017 3:00:05 PM

The Database Name and Server URL fields as they appear in a Notification Email.
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G.4 Configuring MLServer for Python Script Imports

Before MLServer can run Python scripts, the path to the location of python.exe must be specified in the MLServer.ini
file. This file is found in the CanarySys folder at the following path: C:\Users\Public\Documents\CanarySys\MLServer.

Under the [General] section of MLServer.ini is the PythonPath= parameter. The path to where - on the machine
running MLServer - python.exe is entered in this parameter.

| MLServerini - Notepad - O x
File Edit Format View Help

[General] "
Statistics=False

Statistics.TopEventTimeFilter=0

Statistics.ChildEventTimeFilter=8
Py‘thonPath=C:\Users\Public\python.exe| I

The PythonPath= parameter of the MLServer.ini file.

After the path is entered and the MLServer.ini file is saved, the MultiLogger: MLServer service must be restarted from
the Windows Services application. MLServer is then able to run Python Scripts.

Note

If Python was installed to the system path then this is unnecessary.
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